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Abstract 

The internet and digital technologies are upending global trade. Industries and supply 

chains are being transformed, and the movement of data across borders is now central 

to the operation of the global economy. Provisions in trade agreements address many 

aspects of the digital economy – from cross-border data flows, to the protection of 

citizens’ personal data, and the regulation of the internet and new technologies like 

artificial intelligence and algorithmic decision-making. 

The UK Government has identified digital trade as a priority in its Global Britain strategy 

and one of the main sources of economic growth to recover from the pandemic. It 

wants the UK to play a leading role in setting the international standards and regulations 

that govern the global digital economy. The regulation of digital trade is a fast-evolving 

and contentious issue, and the US, European Union (EU), and China have adopted 

different approaches. Now that the UK has left the EU, it will need to navigate across 

multiple and often conflicting digital realms. The UK needs to decide which policy 

objectives it will prioritise, how to regulate the digital economy domestically, and how 

best to achieve its priorities when negotiating international trade agreements. There is an 

urgent need to develop a robust, evidence-based approach to the UK’s digital trade 

strategy that takes into account the perspectives of businesses, workers, and citizens, as 

well as the approaches of other countries in the global economy.   

This working paper aims to inform UK policy debates by assessing the state of play in 

digital trade globally. We present a detailed analysis of five policy areas that are central 

to discussions on digital trade for the UK: cross-border data flows and privacy; internet 

access and content regulation; intellectual property and innovation; e-commerce 

(including trade facilitation and consumer protection); and taxation (customs duties on 

e-commerce and digital services taxes). In each of these areas we compare and 

contrast the approaches taken by the US, EU and China, discuss the public policy 

implications, and examine the choices facing the UK. 
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1 Introduction 

Digital trade is a strategic priority for the UK Government. The UK’s digital sector is 

sizeable and growing rapidly. It accounted for an estimated 7.6% of the UK 

economy in 2019, employed an estimated 1.7 million people in 2020, and is growing 

more rapidly than most other sectors.1 UK trade flows are increasingly digital: an 

estimated two-thirds of UK services exports and a half of UK services imports were 

digitally delivered in 2018.2 The government has identified the growth and 

development of the UK’s digital economy as a strategic priority in its Global Britain 

economic agenda, and is aiming for the UK to be a leading voice in digital trade, 

shaping the global governance of the digital economy.3  

On the global stage, the regulation of digital trade is a fast-evolving and contentious 

issue. The UK faces important decisions about how to regulate the digital economy 

now that it has left the EU, including identifying which policy objectives will be 

prioritised, the optimal regulatory measures for furthering these objectives, and how 

best to achieve them when negotiating international trade agreements. Provisions in 

trade agreements address many aspects of the digital economy – from cross-border 

data flows, to the protection of citizens’ personal data, and the regulation of the 

internet and new technologies like artificial intelligence (AI) and algorithmic 

decision-making. Policy decisions have implications for large and small businesses, 

consumers, and workers. 

There is no consensus internationally on how best to regulate the digital economy, 

and the UK will need to chart a course forward that takes into account the very 

different approaches of the US, EU, and China – the three digital superpowers in the 

world economy. For instance, the EU places greater priority on data privacy and 

consumer protection in its international trade agreements than the US, which 

prioritises ensuring the free flow of data across borders and protecting the 

intellectual property (IP) of its businesses. While the UK has been aligned with the EU’s 

approach, the recent UK–Japan agreement signals that the UK is moving towards 

the approach taken by the US and many Asia-Pacific countries in their recent trade 

agreements.4 

During 2021, the UK will be negotiating digital trade provisions as it negotiates in free 

trade agreements, including with Australia, New Zealand, Canada, and the US; as it 

looks to accede to the Comprehensive and Progressive Agreement for Trans-Pacific 

Partnership (CPTPP). Even with the recently agreed EU–UK Trade and Cooperation 

Agreement (TCA), there are still outstanding points related to digital trade to be 

agreed in the coming months. Importantly, as discussed below, the European 

Commission will decide whether to grant the UK an adequacy decision allowing the 

free flow of data from the EU to the UK to continue.5 While digital trade is a priority 

for the UK Government, it is yet to set out a strategy. This working paper takes stock 

of how other countries approach digital trade, the public policy implications of 

different policy approaches, and the choices facing the UK. 

Section 2 of this paper explains what digital trade is and where international 

negotiations on digital trade are taking place. Section 3 gives an overview of the 

different regulatory approaches of the US, EU, and China. Section 4 is the heart of 
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the paper and it presents detailed analysis of five different areas of digital trade. In 

each of these areas we compare and contrast the approaches taken by the US, EU 

and China, discuss the associated public policy implications, and examine the 

choices facing the UK. The five areas are: cross-border data flows; internet access 

and content regulation; IP and innovation; e-commerce (including trade 

facilitation); and customs duties and digital services tax. The paper concludes in 

Section 5 by highlighting emerging issues in digital trade, including discussions over 

cybersecurity, and emphasising the need for a robust, evidence-based approach to 

digital trade policy that takes into account the perspectives of a wide range of UK 

stakeholders.  

 

2 Bringing trade agreements in line with the digital economy 

The rapid developments of technologies such as AI, robotics, autonomous vehicles, 

3D printing, and nanotechnology have triggered a new wave of economic 

structural change, often termed the ‘Fourth Industrial Revolution’.6 Digital 

technologies, products and services have become core aspects of almost every 

sector, impacting on production processes and business models, disrupting 

established sectors and altering the dynamics of the world economy.7 

Digitalisation is affecting trade in many different ways. The services sector is arguably 

most impacted by digitalisation, and there has been a surge in digitally delivered 

services such as the streaming of movies, internet banking, and professional services 

such as accounting. Digitalisation improves traditional supply chains, including by 

making logistics more efficient, and firms increasingly communicate with suppliers 

and customers and raise funds online.8 As a result of digitalisation, trade in smaller, 

often lower-value physical goods (parcels ordered online) are growing, and new 

types of bundled goods and services are emerging (such as autonomous cars).  

The movement of data, or information, across borders underpins these processes of 

digitalisation.9 The digital economy arose out of the extraordinary amounts of 

detailed machine-readable information that have become available about 

practically all personal, social and business activities and interactions. Data is at the 

core of new and rapidly growing service supply models such as cloud computing, 

the Internet of Things, and additive manufacturing. It also underpins trade by 

enabling the co-ordination of global value chains and enabling the implementation 

of more efficient trade facilitation.10  

In this fast-evolving environment, governments are facing growing regulatory 

challenges, not just in managing issues arising from digital disruption, but also in 

ensuring that the opportunities and benefits from the global digital economy can be 

realised and shared inclusively. In the area of data flows, for instance, governments 

need to find ways to achieve public policy objectives such as privacy or security, 

and ensure cybersecurity, while maintaining the benefits of the cross-border data 

flows that underpin the digital economy. In the area of IP, governments are tasked 

with protecting the IP of digital economy firms while also ensuring effective oversight 

and accountability of new technologies. The digital economy also raises questions 

about how the internet should be regulated in order to protect internet users and 
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prevent harms (ranging from hate speech to non-consensual pornography), 

promote fundamental rights such as free expression and information access, and 

encourage economic growth and technical innovation.  

In a hyper-connected global economy, the policies and regulations adopted in one 

jurisdiction have implications for others, creating both positive and negative spill-

overs.11 Governments have increasingly turned to trade agreements to set new rules 

to govern the digital economy. When World Trade Organization (WTO) members 

started to discuss digital trade in the late 1990s, the focus was on the digitalisation of 

supply chains and negotiations addressed e-commerce – the production, 

distribution, marketing, sale or delivery of goods and services by electronic means.12 

Since then the scope of discussions has widened to include many other issues 

central to the governance of the digital economy, including cross-border data 

flows, the regulation of new digital technologies and of the internet. In the words of 

Valente, digital trade negotiations encompass “far more than Amazon, 

MercadoLibre, Alibaba and eBay: they are about a broader digital economy that 

includes the so-called ‘sharing economy’, the trade in digital goods such as e-books 

and digital music, and hybrid areas such as digital design of physical products, web 

platforms, and AI applications”.13 

As the impacts of digitalisation on trade are so widespread and the nature of policy 

discussions over digital trade have evolved over time, there is no settled definition of 

digital trade. In a bid to start measuring digital trade flows, the OECD has settled on 

a definition of digital trade as “all trade that is digitally ordered and/or digitally 

delivered”.14 In this paper, our focus is on the key policy areas covered in the e-

commerce and digital trade chapters of recent trade agreements. 

Against the background of the rapid and far-reaching changes brought by 

digitalisation, it is often said that the rules that underpin the digital trade environment 

have struggled to keep pace with changing business models. Existing multilateral 

trade rules were negotiated when digital trade was in its infancy but nonetheless 

have implications for digital trade as they are technologically neutral (so apply 

irrespective of the technology through which the good or service is delivered). For 

instance, the WTO’s General Agreement on Trade in Services (GATS) aims at 

liberalising services sectors and harmonising regulatory approaches, and has 

implications for services that are digitally provided. In addition to covering digitally 

provided services such as accounting, the ‘technological neutrality’ of GATS allows 

it to address ‘digital products’ such as e-books and downloadable movies and 

music. Similarly, the WTO’s Technical Barriers to Trade (TBT) Agreement aims to ensure 

that technical standards regulating safety, quality and other characteristics of 

products are non-discriminatory and do not create unnecessary obstacles to trade, 

and applies to the use of technical standards for information and 

telecommunications and electronic products (such as standards governing 

broadband networks or regulations on encryption). Meanwhile, the WTO’s 

Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) covers IP 

rights protection for technologies that enable e-commerce, such as computers, 

software, routers, networks, switches, and user interfaces. In addition, e-commerce 
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transactions can involve digital products with copyright-protected content that 

contributes to its value, such as e-books.15 

Because the existing WTO rules were negotiated before the digital economy took 

off, there are major uncertainties about how they should be applied. For instance, 

under GATS, governments have scheduled specific sectors for liberalisation, and 

have committed not to introduce restrictions to the cross-border flow of services in 

these sectors, subject to some exceptions. Interpreting these commitments for the 

digital era requires classifying the sector in which digital products fall, and this is far 

from trivial. For instance, if online platforms and the services they offer were classified 

as computer services, most governments would have to grant full access to foreign 

services and services suppliers and treat them as they treat domestic ones – 

because of the high level of existing commitments under the GATS of virtually all 

WTO Members. On the other hand, if online games were classified as audiovisual 

services, most WTO Members would have the policy space to maintain and adopt 

restrictive and discriminatory measures.16 Another challenge is that traditional WTO 

rules treat goods and services differently, but an increasing number of ‘smart’ 

products combine these features. Moreover, existing multilateral trade rules do not 

cover areas such as cross-border data flows, which are central to the global digital 

economy.  

There have been various attempts to update WTO rules to bring them in line with the 

realities of the digital economy. However, negotiations at the WTO stalled at the end 

of the 1990s – the so-called Doha Development Round of negotiations – due to 

major tensions between industrialised and developing countries. As multilateral 

negotiations stalled, WTO Members turned to plurilateral negotiations (negotiated 

among sub-groups of WTO Members). In 2013, a group of 23 WTO Members started 

negotiating a plurilateral Trade in Services Agreement (TiSA), led by the US and 

Australia, the EU and a group of ‘like-minded’ countries, but these also stalled.17 

Since 2019, a sub-group of WTO Members (currently 86 countries) have been 

negotiating a ‘Joint Statement Initiative on e-commerce’.18 The group is co-

convened by Australia, Japan, and Singapore, and has a broader membership 

including the US, EU, and China (although India and South Africa have not joined). 

As at January 2021, Members were negotiating text proposals in a range of areas, 

including data flows, unsolicited electronic messages (spam), source code, open 

government data, trade facilitation in goods, services market access, electronic 

signatures (e-signatures) and authentication, and online consumer protection.19 

As WTO talks have made limited progress, governments have turned to bilateral and 

regional trade agreements where provisions on e-commerce, and later wider 

aspects of digital trade, have been included since the early 2000s. As at October 

2018, two-thirds of WTO Members (113 of 164) were party to bilateral and regional 

trade agreements with provisions on digital trade.20 These agreements vary 

substantially in scope and depth. The US has championed the inclusion of digital 

trade provisions in trade agreements, and its agreements with several countries 

(including Australia, Bahrain, Chile, Morocco, Oman, Peru, Singapore, the Central 

American countries, Panama, Colombia and South Korea) all contain commitments 

that go beyond the WTO in the sense of being more stringent and addressing issues 
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not covered by the WTO. In addition to governing digital trade with specific trading 

partners, the US looks to use its bilateral and regional agreements to set a precedent 

for global negotiations on digital trade. 

The emergent regulatory template on digital issues is not limited to US agreements. 

Singapore, Australia, Japan, and Colombia have been among the major drivers of 

trade agreements with more extensive digital trade provisions, although the issues 

covered and the levels of legalisation still vary substantially. Although the EU has 

digital trade provisions in many of its trade agreements, it is only in the very recent 

agreements that there is a dedicated chapter on digital trade and some 

substantive provisions: beforehand there were only a few provisions, usually as part 

of services chapters, and they were limited to upholding WTO commitments and 

pledges of co-operation.21 China is similar, in that its trade agreements have only 

recently started to contain substantive provisions on digital trade.  

While this paper focuses on provisions in trade agreements, they are not the only 

forum where new rules and regulations for the global digital economy are being 

negotiated. Under the auspices of international standard-setting bodies including 

the International Electrotechnical Commission (IEC), International Organization for 

Standardization (ISO), and International Telecommunication Union (ITU), 

governments negotiated new standards for regulating the digital economy. While 

couched in dry, technical language, these standards regulate digital technologies 

and are key to enabling global supply chains and facilitating global trade. They 

provide a harmonised, stable and globally recognised framework for the 

dissemination and use of technologies.22 As with other aspects of the digital 

economy, negotiations over these standards have political dimensions, and while 

the US has turned to trade agreements to promote its digital economy interests, the 

Chinese Government has sought to influence these standard-setting processes.23 

Similarly, the EU looks outside of trade agreements to promote global convergence 

on high standards of data protection, by encouraging countries to accede to the 

Council of Europe Convention 108 (the only legally binding multilateral instrument on 

data protection, with signatories committing to uphold similar levels of protection to 

the GDPR).24 

 

3 Competing approaches to digital trade: US, EU and China  

The US, EU, and China are the three most influential players in the global digital 

economy. They take very different approaches in how they regulate the digital 

economy and to the provisions they negotiate on digital trade in trade agreements. 

As the UK develops its own digital trade strategy, it is vital to understand how these 

three jurisdictions approach digital trade. This section gives an overview of the 

approaches taken by the US, EU, and China and their policy priorities. The 

subsequent section examines specific issues in depth.  

  

US approach 

The US is home to most of the world’s largest internet companies and digital service 

suppliers and its lax regulatory environment allowed technology companies to grow 
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at exponential speed. One US company alone provides almost one half of the 

worldwide cloud-computing capacity.25 Four of the top five internet companies in 

the world are based in the US: Amazon, Alphabet (Google), Facebook, and 

Microsoft.26 These companies are mostly service providers that offer online search, 

social network or content services, but many of them also provide the hardware, 

software, and platforms for digital trade. For these companies it is crucial to have 

free flow of information across the globe and autonomy in deciding where to locate 

their computing facilities and servers.  

The focus of the US government in trade negotiations has been to secure increased 

market access and IP protection for these large technology companies, including 

by securing commitments from other governments that they will not impede cross-

border flows of data or require private companies to disclose source code or 

algorithms, except in a very narrow range of circumstances. Securing ambitious 

provisions on digital trade was a strategic priority in the Trans-Pacific Partnership 

(TPP), negotiated under the Obama administration. Although President Trump 

withdrew the US from the TPP, the digital trade provisions were incorporated into the 

new CPTPP that the remaining 11 TPP Members signed in 2018. The Trump 

administration continued to build from the TPP, and similar provisions are found in the 

US–Mexico–Canada Agreement (USMCA) and in the US–Japan Digital Trade 

Agreement, and are reflected in recent US proposals at the WTO.27 

Under the Trump administration, greater attention was been paid to protecting US 

national security interests and the domestic market. In 2019 the US government 

introduced an executive order that gave the federal government the power to 

prevent US companies from buying foreign-made telecommunications equipment 

(deemed a national security risk), which was used to block Chinese companies like 

Huawei from doing business in the US. The US government also sought to ban the 

activities of the popular Chinese apps WeChat and TikTok on national security 

grounds, with concerns raised that the data they collected from US households 

could be used for espionage (although these moves were halted by US courts).28 

With the rise of security tensions and growing economic rivalry between the US and 

China, there are concerns that the digital economy is Balkanising, divided into 

different digital realms.  

There are also major policy debates in the US over whether (and to what extent) 

internet companies should have liability for online content, and for data privacy. 

There are proposals to introduce federal privacy legislation and alter legislation on 

the liability of internet companies, and a series of antitrust cases are being pursued 

against the largest technology companies due to concerns over anti-competitive 

behaviour. As US policy priorities shifts, this is likely to impact its approach in trade 

negotiations, as we discuss in more detail below.  

 

EU approach 

In contrast with the US, the EU has few large technology companies, accounting for 

only 4% of the market capitalisation value of the world’s 70 largest digital platforms.29 

However, the EU is a large market for digital products and its policy priority has been 
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to promote its citizens’ consumer and digital rights. This has been most pronounced 

in the area of data privacy, where the EU introduced a stringent privacy regime for 

personal data, the General Data Protection Regulation (GDPR). The EU has been at 

the forefront of initiatives to curb anti-competitive practices of large internet 

companies, and EU Member states have been leading the charge on the 

introduction of digital services taxes.  

Rather than turn to trade agreements, the EU has relied foremost on leveraging its 

market power to ensure that other governments uphold the digital rights of EU 

citizens – the ‘Brussels effect’.30 The EU only allows its citizens’ data to be transferred 

to other jurisdictions when it deems that other governments provide a sufficient level 

of data protection. Many countries have based their approach to data privacy on 

the GDPR, with the EU officially recognising 12 jurisdictions as having equivalent 

standards to its own (so-called ‘adequacy decisions’), thereby allowing the data of 

EU citizens to flow freely to these jurisdictions.31 In the absence of a federal law on 

data privacy in the US, some individual states, including California, are moving to 

adopt legislation similar to the GDPR.  

Although the GDPR is increasingly seen as the global standard for data protection, 

tensions persist, particularly between the US and EU. The US government and large 

US companies lobbied strongly against the EU’s adoption of the GDPR, and the US 

continues to argue that it creates disproportionate barriers to trade.32 After the GDPR 

was implemented by the EU, many large US companies complied in order do 

business in the EU, despite the high costs: as at May 2018, US Fortune 500 companies 

had spent approximately US$7.8 billion on GDPR compliance, averaging 

US$16 million per company.33 Although individual companies and some US states 

have aligned their data protection practices with the EU, at a federal level, the US 

approach remains much weaker. In July 2020, Court of Justice of the European 

Union (CJEU) struck down the US–EU agreement on data flows – the so-called 

‘Privacy Shield’ – for failing to sufficiently protect EU citizens’ right to privacy.  

In its trade agreements, the EU has, until recently, taken a minimalist approach, 

seeking to preserve a high level of regulatory autonomy. The EU has committed to 

prohibitions on customs duties on e-commerce, the promotion of e-authentication 

and e-signatures, and, more recently, bans on data localisation. Alongside these 

moves to promote digital trade, the EU has also promoted the inclusion of stand-

alone articles on the ‘right to regulate’ and on data privacy.34  

Provisions on data flows have posed challenges, as the EU has struggled to find a 

formulation for legal provisions that would both cross-border data flows and 

simultaneously uphold citizens’ right to privacy, which is considered a fundamental 

human right in the EU.35 Following lengthy internal discussions, in 2018 the European 

Council agreed that commitments could be made on cross-border data flows in 

trade agreements so long as privacy was recognised as a fundamental, non-

negotiable right and broad exceptions were included that preserve full regulatory 

autonomy with regards to the right to privacy.36 The EU–UK agreement, for instance, 

includes a stand-alone article on privacy that stipulates “Nothing in this Agreement 
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shall prevent a Party from adopting or maintaining measures on the protection of 

personal data and privacy” (art. DIGIT.7 TCA). 

As with the GDPR, the EU’s approach to digital trade provisions in trade agreements 

has been criticised by the US government, large technology companies, and some 

think tanks as being unduly protectionist. Although digital trade flows between the 

US and EU are the most extensive in the world, stark differences over digital trade 

were a major impediment to the conclusion of the Transatlantic Trade and 

Investment Partnership (TTIP) between the EU and US. There are also tensions 

between the EU and China, with the EU opposing technology transfer requirements 

and raising national security concerns over the use of Chinese technology in critical 

infrastructure. However, the EU has opted for a more diplomacy-based approach 

than the US, entering into a high-level dialogue with the Chinese government, 

concluding an EU–China investment agreement at the end of 2020, with some 

provisions on the digital economy, including prohibitions on technology transfer 

requirements.37 

In 2020, the EU announced a shift towards technology sovereignty and proposed 

more stringent regulation of emerging technologies, such as including mandatory 

‘conformity assessment’ tests for AI before they can be marketed in the EU, and 

regulatory initiatives to ensure consumer security and safety. Discussion is underway 

on proposals to enhance the EU’s data sovereignty, including data residency and 

localisation requirements in the context of a new ‘European cloud’.38 The European 

Commission has also announced two new major regulations – the Digital Services 

Act (DSA) and the Digital Markets Act (DMA) – which set out a common set of rules 

for intermediary liability and a specific regulatory approach for systemically 

important ‘gatekeeper’ companies.39 It is unclear exactly what this implies for the 

European future approach in trade agreements, although it does suggest that the 

EU will be wary of any provisions that constrain its regulatory autonomy. This sets it 

fundamentally against many aspects of the US approach to date.  

 

China’s approach  

Over the past 20 years, China has taken a protectionist approach to the digital 

economy in order to support its own industry. Until very recently, it has also been 

wary of including binding commitments on digital trade in its free trade agreements. 

The Chinese government has used two main types of regulations: 

• The first regulates the hardware or the facilities. Under the Provisional 

Regulations on the Management of International Networking of Computer 

Information Networks (1996), connection to international networks must go 

through international gateway provided by the Ministry of Posts and 

Telecommunications. Firms and individuals are prohibited from establishing or 

using any other gateways, and all new internet networks must be approved 

by the State Council.  

• The second focuses on the content. The Regulation on Internet Information 

Service (2000) prohibits a wide range of content, such as information 

endangering national security, leaking state secrets, harming state honour 
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and interests, spreading rumours, disrupting social order and stability. Unlike 

the US, internet information service providers are not exonerated from 

liabilities arising from user-generated contents, as further discussed in section 

4.2.40 

The large, protected Chinese market worked to the advantage of domestic 

companies, even though it constrained them from becoming global players. Foreign 

companies wishing to enter the Chinese market have been subject to the same 

restrictions as Chinese companies and they have found it particularly hard to adjust 

their business models to fit the restrictive regulatory environment in China. Internet 

restrictions helped to shield Chinese firms like Baidu and Tencent from competition 

from international firms like Google and Facebook. Due in part to the sheer size of 

the Chinese domestic market, they became some of the largest internet companies 

in the world.41 China is home to three of the 10 largest internet companies in the 

world (Alibaba, Tencent, Baidu).42 While the largest US internet companies mainly 

provide online search, social network or content services, two of the top Chinese 

companies mainly sell physical goods online. 

While the Chinese government has been wary of including commitments on digital 

trade in its trade agreements, this has started to shift as the largest Chinese 

companies have sought to expand internationally. From 2015, China started 

including digital trade provisions in trade agreements. It is now taking part in 

discussions on e-commerce at the WTO and is playing an active role in influencing 

international standards for new digital economy products.43 Reflecting the interests 

of its largest internet companies, China’s strategic priority has been to facilitate 

traditional trade in goods enabled by the internet.44 Thus, while China continues to 

oppose binding rules on data flows or language that limits digital protectionism, it 

has included provisions that encourage e-commerce in recent agreements with 

Korea, Australia, and Chile.45 China is a signatory to the Regional Comprehensive 

Economic Partnership (RCEP) agreement (2020), which includes the Association of 

Southeast Asian Nations (ASEAN), Australia, India, Japan, South Korea, and New 

Zealand. The e-commerce section (4.4 below) includes provisions on cross-border 

data flows, data localisation, and disclosure of source code, but these are non-

enforceable and subject to wide-ranging exceptions.46 

In China, like the US and EU, the government is reviewing how it regulates large 

digital companies. In November 2020, the government introduced new antitrust 

guidelines, signalling a shift from allowing the rapid growth and market dominance 

of a few large companies to an approach that seeks to promote greater 

competition.47 It is unclear how this will affect China’s approach to digital trade, and 

major tensions remain between the US, EU, and China.  

 

Other countries – navigating between competing regulatory spheres 

Strategic rivalry between the US, China, and (to some extent) the EU is generating 

concerns over the Balkanisation of the digital economy. This poses challenges for 

other countries, including the UK, on how best to navigate between these different 

regulatory approaches. Japan for instance has less-stringent data protection 
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standards than the EU, but it has been able to secure a mutual adequacy 

agreement by committing to uphold more stringent privacy protections on EU 

citizens’ data than Japanese citizens’ data, resulting in a two-track data 

management regime.48 

An alliance of smaller, internationally oriented and trade-dependent governments is 

seeking to promote interoperability between different regimes. In June 2020, New 

Zealand, Singapore, and Chile agreed a new Digital Economy Partnership 

Agreement (DEPA) which builds from and refines the CPTPP text (all three countries 

are members), and sets out new areas for future co-operation, including AI and 

fintech.49 The agreement aims to preserve “a free, open, global, and secure 

internet”.50 The agreement is intended to be a framework for digital trade that other 

governments can use: DEPA takes a modular approach, and modules are intended 

to be building blocks. The agreement is open to other countries to join (art. 

16.4). Alternatively, governments could slot modules from DEPA into other trade 

agreements or use them as the basis for aligning domestic policies.51 Although the 

three countries have been more closely aligned with a US approach to digital trade 

than that of the EU and China, there are some notable differences between DEPA 

and the US approach in recent trade agreements, with DEPA attempting to strike 

more of a balance between the liberalising drive of the US, and the EU and Chinese 

demands for regulatory autonomy. 

 

4 Policy issues in detail 

In this section we examine five policy areas in detail, broadly following the key 

themes addressed in digital trade chapters of recent trade agreements:  

(1) Cross-border data flows, data localisation, and personal data protection  

(2) Internet access and content regulation, including liability of internet companies 

for online content  

(3) IP protection and innovation, including provisions on source code and algorithm 

disclosure  

(4) E-commerce, which focuses on issues of trade facilitation (including e-signatures 

and authentication, and efforts to promote paperless trading), and consumer 

protection  

(5) Customs duties on electronic transmissions and the implication of non-

discrimination provisions for the use of digital services taxes.  

We examine how the US, EU, China and selected other countries have approached 

digital trade in each of the five policy areas, and then examine the UK’s emerging 

position. 

 

4.1 Cross-border data flows, data localisation and personal data protection 
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This section examines provisions regulating the flow of data across national borders, 

including provisions on personal data protection, and provisions establishing where 

data is allowed to be stored. 

 

Overview of policy issues  

The regulation of cross-border data flows is a contentious policy issue. Ubiquitous 

digitalisation and the societal embeddedness of digital media have changed the 

volume, intensity, and nature of data flows across borders. The value of data, as well 

as the risks associated with data collection and processing by companies and 

governments, have dramatically changed. In response, governments have altered 

the way they regulate cross-border data flows. While a first generation of controls 

sought to restrict inflows of data, including through censorship of internet content, a 

new generation of measures seeks to restrict outflows. Restrictions on outflows create 

frictions for cross-border data flows and the smooth running of digital supply chains, 

but there are many public policy reasons why governments restrict data transfers, 

including to safeguard the fundamental rights of their citizens, public interests, and 

values that matter for their constituencies.52 In light of concerns about where the 

economic gains from data accrue, United Nations Conference on Trade and 

Development (UNCTAD) recently argued that the only way for developing countries 

to exercise effective economic ‘ownership’ of and control over the data generated 

in their territories may be to restrict cross-border flows of important personal and 

community data.53 In practice, governments have taken very different approaches 

– ranging from allowing and promoting the free flow of data to implementing 

extensive data restriction and localisation measures. 

Privacy is a major concern in many countries. Personal data have become a 

resource that drives much economic activity online, and the way in which personal 

data are handled and used can raise concerns regarding privacy and the security 

of information. This has become more evident with recent cases making the 

headlines, such as those involving Facebook and Cambridge Analytica, and 

frequent reports of data breaches.54 These concerns have international dimensions 

as the global nature of the internet means that personal data can be quickly and 

easily transferred to parties in other jurisdictions. This transfer can undermine 

domestic privacy goals when the personal data of citizens flows to jurisdictions that 

do not offer comparable levels of privacy protection.55 

In response to increased risks to privacy, governments have updated and adapted 

their existing personal data protection legislation, regulations, and guidelines, in 

general moving from measures that react to a breach of privacy to proactive 

measures to protect privacy. New laws and regulations seek to forestall the risk of 

personal data being stolen or breached, and to set limits on what personal data 

can be collected, whether and how consent from the user/consumer is needed, 

how the data may be used, stored, transferred, or removed. The scope and nature 

of regulation varies enormously across countries. Some countries protect privacy as 

a fundamental right, while others base the protection of individual privacy in other 

constitutional doctrines or in tort. Some governments prevent their citizens’ data 

from flowing to jurisdictions with lower levels of regulatory protection, as the EU has 
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done with its GDPR. Broadly ratified international treaties protect the right to privacy, 

such as the International Covenant on Civil and Political Rights and the European 

Convention on Human Rights, which also apply on the digital realm. Still, a number 

of countries have yet to adopt legislation, policies or measures to ensure data 

privacy protection.56 

In addition to privacy concerns, governments may restrict the flow of data for 

regulatory reasons, with several countries imposing measures requiring financial data 

to be stored locally to ensure that regulators can access data for supervisory and 

regulatory purposes. Governments also require localisation on national security 

grounds, on the basis that data localisation decreases the risks of unauthorised 

access. China’s Cybersecurity Law for instance, requires data localisation and 

access to source code for critical information infrastructure. Governments may also 

restrict data flows to control access to certain types of online content, usually on 

moral, religious, or political grounds.57  

The debate in the trade policy world is over the extent to which restrictions and 

localisation measures are necessary for pursuing legitimate public policy goals or 

unnecessary barriers to trade. While specific rules on cross-border data flows are 

now being negotiated at the WTO and in bilateral and regional trade agreements, 

some older WTO rules do have implications for cross-border data flows. For instance, 

the GATS Annex on Telecommunications requires governments to allow 

telecommunication networks and services to transfer data or access databases 

stored abroad in order to supply services covered by countries’ scheduled 

liberalisation commitments. Similarly, the Understanding on Commitments on 

Financial Services states that Members shall not apply measures that prevent 

transfers of information or the processing of financial information (including transfers 

by electronic means), where such transfers or processing of information are 

necessary for conducting the ordinary business of a financial services supplier. 

Finally, data flows can be considered as services in some cases, making the 

liberalisation commitments under GATS particularly relevant.58  

Of course, there are ‘general exceptions’ that apply and provide some flexibilities. 

Notably Article XIV of the GATS allows WTO Members to adopt measures that would 

otherwise violate their obligations, so long as these measures are not applied in a 

manner that would constitute a means of arbitrary or unjustifiable discrimination 

between countries where like conditions prevail, or a disguised restriction on trade in 

services. Article XIV GATS includes two specific categories that are pertinent for 

cross-border data flows, those relating to public order or public morals and those 

that are necessary to secure compliance with laws or regulations, including with 

those relating to ‘the protection of the privacy of individuals in relation to the 

processing and dissemination of personal data and the protection of confidentiality 

of individual records and accounts’ (art. XIV (c)(ii) GATS).59 The core element of the 

Article XIV exception is the so-called ‘necessity’ test which requires weighing and 

balancing different factors, including the extent to which the measure furthers 

public policy objectives, and the extent to which it impacts trade flows. If the party 

whose measure is being challenged demonstrates the prima facie ‘necessity’ of its 

measure, the claimant can rebut the ‘necessity’ by demonstrating that a less trade-
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restrictive alternative to the measure has been ‘reasonably available’, meaning that 

it allows the defending party to achieve the pursued public policy objective without 

prohibitive costs or substantial technical difficulties to that party.60 

As no case law has clarified the application of Article XIV(c)(ii) to privacy and 

personal data protection measures, there is a high level of uncertainty and 

unpredictability about the extent to which measures used by WTO Members to 

protect privacy are compatible with their obligations under GATS. Several experts 

argue that aspects of the EU’s GDPR are unlikely to comply with the EU’s GATS 

obligations. Crucially, there are several different alternative approaches to data 

privacy, including the 2013 OECD Guidelines and the 2015 Asia-Pacific Economic 

Cooperation (APEC) Privacy Framework, which are arguably less trade-restrictive 

than the GDPR. The existence of these approaches puts the EU’s fundamental rights-

based privacy and data protection framework at risk of not passing the necessity 

test in GATS Article XIV.61  

 

US approach in trade agreements 

The US is a strong advocate of cross-border data flows and seeks to obtain positive 

obligations that governments will allow data flows, and to impose limits on the 

measures that governments can use to regulate data flows, including on the 

grounds of privacy.  

The TPP was the first US agreement with binding positive commitments that Parties 

“shall allow” transfer of information, and when the US withdrew, this provision was 

maintained in the CPTPP. The USMCA and US–Japan texts built from the TPP and 

include binding commitments that “No Party shall prohibit or restrict the cross-border 

transfer of information, including personal information, by electronic means if this 

activity is for the conduct of the business of a covered person” (art. 19.11 USMCA; 

art. 11 US-Japan). Such provisions have broad scope: unlike GATS, which only covers 

data necessary for the provision of services, personal information is explicitly 

included. As a result, most data that is transferred over the internet is likely to be 

covered by this commitment, although the word ‘for’ may suggest the need for 

some causality between the flow of data and the business of the covered person.62 

The wording in the USMCA and US–Japan is particularly stringent as mere restrictions 

(for example, governments slowing down or complicating access to data) are now 

also within scope, not just outright prohibitions.63 Unlike WTO provisions related to 

cross-border data flows in financial and telecommunications services, clauses in the 

USMCA, CPTPP, and other recent agreements are formulated as a positive 

obligation and are not sector-specific.64 

Although there is an exception (modelled on GATS Article XIV) in recent US 

agreements for measures “necessary to achieve a legitimate public policy 

objective” these must not be “applied in a manner which would constitute a means 

of arbitrary or unjustifiable discrimination or a disguised restriction on trade” and must 

pass a necessity test as Parties cannot “impose restrictions on transfers of information 

greater than are necessary to achieve the objective” (eg art. 19.11 USMCA). This 

provision differs from the WTO norms in one significant element: while there is a list of 



 17 

public policy objectives in the GATT and the GATS (such as public morals or public 

order), the USMCA provides no such enumeration and simply speaks of a “legitimate 

public policy objective.” This permits more regulatory autonomy (although it may 

lead to overall legal uncertainty). There is also a general exception in the chapter for 

government procurement and data held by government (art. 19.2.3).65 

The TPP was also the first US agreement containing explicit restrictions on the use of 

data localisation measures, and again this was retained in the CPTPP. The USMCA 

also includes a prohibition on localisation: “No Party shall require a covered person 

to use or locate computing facilities in that Party’s territory as a condition for 

conducting business in that territory” (art. 19.12 USMCA). Unlike the CPTPP, the 

USMCA provision banning data localisation contains no public policy exception (art. 

14.13 CPTPP). Although these commitments are still subject to the general exception 

provisions of the agreements, these apply GATS Article XIV, as discussed above, and 

there are concerns that this may not be sufficient to safeguard many of the 

regulatory measures that governments use to protect privacy.66 In Canada for 

instance, which is a signatory to the USMCA, there are concerns that data 

localisation requirements taken by British Columbia and Nova Scotia to keep 

sensitive health information at home may not be in line with Canada’s obligations 

under USMCA.67 The prohibitions on localisation measures in US agreements are also 

qualified with regards to financial services.68  

The US approach to personal data protection in its trade agreements reflects its 

domestic policies. Unlike the EU, the US does not have a single data protection law 

with ‘omnibus’ coverage. Rather, the sectoral, federal, and state laws are a 

patchwork governing dimensions of privacy and data protection that have not 

been translated into a robust body of case law extending the right to privacy into a 

comprehensive right to personal data protection.69 US laws contain minimal 

guarantees of an individual’s right to not have confidential personal information 

exposed online, but US laws do not require companies to get informed consent to 

use personal data, nor do they establish a baseline commercial data privacy 

framework. While there are specific statutes on data protection in areas such as 

health, they do not cover many business sectors such as banks, airlines, insurance, 

and common carrier activities of telecommunications service providers. In these 

sectors, a mix of legislation and self-regulation allows companies and industry bodies 

to establish codes of practice on the assumption that the market will do a better job 

at reaching a balance between commercial needs and privacy interests.70 Some 

individual states have created specific data protection laws, notably the recent 

California Consumer Privacy Act which is more comprehensive and applies to online 

business. Although there have been moves to introduce stronger data protection 

legislation at the federal level, these have not been successful. 

US trade agreements do include stand-alone articles on the protection of personal 

information, but they are nowhere near as robust as the provisions advocated by 

the EU (discussed below). USMCA contains a stand-alone article on the protection of 

personal information (art. 19.8 USMCA), and there is an analogue provision in CPTPP 

(art. 14.8 CPTPP).  Unlike the EU’s approach, which completely carves out privacy 

measures from the scope of the agreement, in US agreements there is simply a 
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binding commitment to “adopt or maintain a legal framework that provides for the 

protection of the personal information of the users of digital trade” and the Parties 

agree to extend the scope of domestic privacy law to personal data collected from 

people located overseas.71 Parties “shall endeavour” to adopt measures that are 

non-discriminatory (art. 19.8.4 USMCA), publish information on remedies and on how 

enterprises can comply (art. 19.8.5 USMCA), and co-operate to promote 

compatibility between personal data protection regimes (art. 19.8.6 USMCA). US 

trade agreements also stop short of specifying minimum standards for privacy 

protection, simply stating that Parties “should take into account principles and 

guidelines of relevant international bodies” (art. 19.8.6 USMCA).  

Moreover, US agreements explicitly recognise that the APEC Cross-Border Privacy 

Rules (CBPR) system is a valid mechanism to facilitate cross-border information 

transfers while protecting personal information (eg art. 19.8.6 USMCA) and Parties 

agree to work together to promote the APEC rules (art. 19.14 USMCA).72 Thus, while 

the USMCA text acknowledges that there are different approaches to personal data 

protection, the Parties explicitly endorse industry self-regulation and the relatively 

light-touch APEC rules as sufficient mechanisms for protecting personal information.73 

USMCA also includes a necessity test, which stipulates that any restrictions on cross-

border flows of personal information must be “necessary and proportionate to the 

risks presented” (art. 19.8.3 USMCA). Very similar provisions are found in the US–Japan 

agreement, although the provisions stop short of explicitly endorsing the APEC 

approaches (art. 15 US–Japan). Crucially, the drafting of recent US provisions on 

privacy appear to rule out the EU’s GDPR as unduly restrictive. In particular, by 

explicitly endorsing the much less stringent APEC rules as sufficient for protecting 

personal information, it is hard to see how the EU’s GDPR would pass the necessity 

test.  

 

EU approach in trade agreements 

On cross-border data flows, the EU has taken a very different approach to the US, 

and has only recently begun to negotiate provisions in its trade agreements. In the 

EU–Japan and the modernisation of the trade part of the EU–Mexico Global 

Agreement (hereafter ‘EU–Mexico’), Parties merely agree to consider commitments 

related to cross-border flow of information in the future. In the EU–Japan agreement, 

Parties commit to “reassess” within three years of the entry into force of the 

agreement, the need for inclusion of provisions on the free flow of data into the 

treaty (art. 8.81 EU–Japan). There is no provision in the EU–Japan or EU–Mexico 

agreements on data localisation.  

The EU’s hesitancy to agree to commitments to facilitate cross-border data flows 

stem in a large part from its approach to personal data protection. In the EU, privacy 

and personal data of citizens and residents are protected as fundamental rights.74 

The GDPR,75 which entered into force in 2018, applies to all personal data processors 

in the EU, both public and private actors, and to EU citizens data anywhere in the 

world. The regulation establishes a number of legal guarantees to data subjects, 

including the right to access information about them, and the right to have such 
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information corrected or deleted. Under the GDPR, firms have to clearly specify how 

data about individuals are being used, and they must ask for prior consent to collect 

and use the data. All this is backed by enforcement mechanisms, including 

significant fines for non-compliance. Several other countries have adopted or are 

considering the adoption of similar data protection rules, including Brazil, India, 

Japan, and the Republic of Korea. 

As explained above, rather than turn to trade agreements, the EU has relied on its 

market power and the extraterritorial reach of its legislation to ensure that its citizen’s 

data is adequately protected in other jurisdictions. Since EU efforts to achieve its 

privacy goals can be circumvented when data are sent to other jurisdictions with 

lower levels of privacy protection, the GDPR makes it illegal to transfer data outside 

of the EU unless privacy is adequately protected in the data destination country, 

including with respect to the rights of the data subject. In practice this has meant a 

privacy regime that is judged to be equivalent to that of the EU and the adequacy 

standard does not require a point-to-point replication of EU rules, as confirmed by 

the CJEU.76 The EU unilaterally decides whether other jurisdictions are deemed to 

offer adequate protection, issuing adequacy decisions that apply to the whole 

jurisdiction or, in the case of ‘partial’ adequacy decisions, to specific sectors or 

industries.77 In the absence of an adequacy decision, the EU allows data to be 

transferred internationally using model contracts (standard contractual clauses) that 

effectively bind the recipient of the data to privacy protection equivalent to that if 

the data had remained in the EU. Personal data can also be transferred across 

borders within a single company if that company has accepted binding corporate 

rules on privacy.78 This means that the jurisdiction of the GDPR effectively has a 

global reach.79  

Notably, the US currently does not have an adequacy decision in place. Until 

recently, data flows have been managed through the US–EU Privacy Shield. 

However, in July 2020 the CJEU invalidated the US–EU Privacy Shield (Schrems II).80 

Among the reasons articulated were concerns with the lack of safeguards 

surrounding government access to personal data transferred from the EU for the 

purposes of law enforcement and national security.81  

The Schrems II ruling also makes it harder for companies to turn to standard 

contractual clauses and binding corporate rules, the other mechanisms under the 

GDPR for transferring personal data out of the EU, by requiring additional safeguards 

that are not readily available.82 The Court held that standard contractual clauses 

remain valid where the Parties put in place ‘additional safeguards’ such as 

encryption and pseudonymised data, and this would also require that the data 

cannot be decrypted by national security agencies. The decision emphasised that 

data controllers are expected to verify that the level of protection afforded by the 

country of destination is adequate in order to make use of standard contractual 

clauses.83 It also requires data protection authorities to determine the suspension of 

data transfers to any country where EU standards are not met. But some analysts 

argue that making such an assurance would require knowledge of the capabilities 

of other countries’ national security agencies that is so unrealistic as to make such 

additional safeguards unavailable for most, if not all, businesses.84  
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Having historically eschewed the inclusion of provisions on cross-border data flows in 

its trade agreements, the EU’s position shifted in 2018, when the European Council 

agreed to new language that the EU would propose in its trade agreements that 

aims to support free flow of information while also safeguarding the privacy of 

citizens. The EU’s proposals have two core components:  

• to prohibit specific types of restriction on cross-border data flows, rather than 

a broad commitment to allow cross-border flows 

• to include an extensive exception for privacy, which completely carves out 

privacy measures from the scope of the agreement.  

The aim of these provisions is to promote cross-border data flows while ensuring that 

the EU unconditionally preserves its autonomy to regulate in the interest of data 

privacy, so that the GDPR is immune from challenge.85 

This position was reflected in the EU’s proposals in negotiations with the UK, where it 

proposed that Parties should recognise privacy as a fundamental right and include 

an unconditional, self-judging exception stating: “Each Party may adopt and 

maintain the safeguards it deems appropriate to ensure the protection of personal 

data and privacy, including through the adoption and application of rules for the 

cross-border transfer of personal data” and that “Nothing in this agreement shall 

affect the protection of personal data and privacy afforded by the Parties’ 

respective safeguards” (art. DIGIT.7 in EU proposal).86 Crucially, unlike the exceptions 

in GATS and in USMCA discussed above, under the EU proposal there would be no 

requirement for Parties to show that the measure is ‘necessary’, non-discriminatory, 

and least trade-restrictive. 

The EU has proposed similar text in the trade negotiations with Chile, Indonesia, 

Mexico, New Zealand, and Tunisia and is planning to replace the ‘rendez-

vous’ clause in the EU–Japan and EU–Mexico agreements with the new position.87 It 

is also reflected in the EU’s proposal for the ongoing WTO negotiations on trade-

related aspects of e-commerce.88 

During EU–UK negotiations, the UK agreed to the first but not the second element of 

the EU’s approach. The Parties agree to a list of specific data flow restrictions that will 

be prohibited, including “requiring the use of computing facilities or network 

elements in the Party’s territory for processing”, “requiring the localisation of data in 

the Party’s territory for storage or processing”, “making the cross-border transfer of 

data contingent upon use of computing facilities or network elements in the Party’s 

territory or upon localisation requirements in the Party’s territory” (art. DIGIT.6 TCA). 

The list of prohibited measures will be kept under review. Unlike US agreements, the 

Parties do not make a positive commitment to allow free-flow of data. 

On personal data protection, the Parties avoided the use of the term “fundamental 

right” and instead recognise that “individuals have a right to the protection of 

personal data and privacy and that high standards in this regard contribute to trust 

in the digital economy and to the development of trade” (art. DIGIT.7 TCA). Instead 

of an unconditional, self-judging exception, the final EU–UK text states: “Nothing in 

this Agreement shall prevent a Party from adopting or maintaining measures on the 
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protection of personal data and privacy, including with respect to cross-border data 

transfers, provided that the law of the Party provides for instruments enabling 

transfers under conditions of general application for the protection of the data 

transferred” (emphasis added) where “conditions of general application” refer to 

“conditions formulated in objective terms that apply horizontally to an unidentified 

number of economic operators and thus cover a range of situations and cases” (art. 

DIGIT.7 TCA). In line with EU proposals, the TCA carves out issues of cross-border data 

flows and the protection of personal data from the dialogue on regulatory co-

operation with regard to digital trade (art. DIGIT.16 TCA). While the TCA provisions 

are less expansively drafted than the EU’s initial proposals, they provide far greater 

regulatory autonomy than recent US agreements as privacy measures are not 

subjected to any trade-related tests, and provide an indication of the type of 

provisions that the EU is prepared to accept.   

 

China’s approach in trade agreements 

The Chinese government imposes a series of restrictions on cross-border data flows 

and, for this reason, it has avoided making commitments on cross-border data flows 

in its trade agreements. For instance, the government blocks sites by IP address and 

blocks and filters uniform research locators (URLs) and search engine results. It also 

requires data to be localised. China’s Cybersecurity Law, which took effect in June 

2017, requires firms operating in China to store data collected in China to be kept on 

servers located in the country. Any publisher of online content must locate their 

“necessary technical equipment, related servers and storage devices” in China; 

firms and individuals storing and processing personal, financial, and population 

health information must store the data in China; and online maps must be kept on a 

server inside China. A significant portion of data cannot be transferred outside of the 

country without official approval, following a security assessment. Finally, foreign 

firms cannot offer cloud-computing services without a Chinese partner owning at 

least 50% of the joint venture.89 

Until recently, the protection of personal data was not a priority. The term ‘right of 

privacy’ did not even exist in Chinese laws and regulations before the end of 2009, 

when the Tort Liability Law was enacted, and this law does not affect public law. 

Moreover, the government has established many exemptions that give it extensive 

rights and generous room for flexibility for investigation, seizures and search, 

especially in the areas of state security or for maintaining social order. For instance, 

the State Security Law, enacted in 1993, allows Chinese security institutions to access 

“any information or data held by an entity in China whenever they deem it 

necessary”. The Chinese government has shared personal data with firms and vice 

versa, enabling data economies of scale and scope, and helping firms to develop 

AI.90 However, Chinese citizens have become more concerned with online privacy, 

and in October 2020 the government released a draft Personal Information 

Protection Law, the country’s first comprehensive legislation on personal data 

protection, which has strong resemblances to the EU’s GDPR.91 
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Given China’s interventionist approach to data regulation, it is unsurprising that 

neither the China–Korea agreement nor the China–Australia agreement contain 

provisions on cross-border data flows or data localisation. Provisions are found in 

RCEP, although they provide a high level of flexibility. Parties agree “not to prevent” 

cross-border transfers, although inconsistent measures are allowed if they are 

“necessary” in order to achieve a “legitimate public policy objective” (art. 12.15 

RCEP). Unlike US agreements, the decision on whether a measure is necessary is self-

judging, and although a Party could be challenged on whether the public policy 

objective is legitimate, the provisions are not subject to the dispute settlement 

chapter. Measures must not be applied in a manner that would constitute a means 

of arbitrary or unjustifiable discrimination or a disguised restriction on trade. However, 

unlike US agreements, there is no requirement that the measure be “least 

burdensome” to achieve the objective. In addition, the obligations are subject to a 

completely self-judging and non-disputable national security exception – a Party 

can adopt any measures it considers necessary for its essential security interests, and 

such measures cannot be disputed by the other Parties (art. 12.15 RCEP). The 

provision on data localisation is similarly crafted. A covered person cannot be 

required to use or locate computing facilities, such as servers, in a Party’s territory as 

a condition of doing business there, although this commitment is subject to the same 

exceptions as the commitment on data flows (art. 12.14 RCEP). 

There is a provision on online personal information protection in the draft RCEP 

agreement (art. 12.8 RCEP). Parties commit to a legal framework that “ensures the 

protection of personal information of the users of electronic commerce”. There is no 

minimum standard, although a Party must “take into account” international 

standards, guidelines, and so on, of relevant international bodies. As with the similar 

provisions in the USMCA, US–Japan and CPTPP, a footnote stipulates that Parties can 

comply by adopting a comprehensive personal privacy law or sector-specific laws, 

or by providing for enforcement of contractual obligations that enterprises adopt 

(art. 12.8 RCEP) but, unlike USMCA, there is no explicit endorsement of the APEC 

rules. 

 

DEPA 

With regards to cross-border data flows, the DEPA approach is modelled on the 

CPTPP provisions, which is unsurprising as the three members of DEPA are also 

members of CPTPP. The DEPA text on data flows and data localisation simply repeats 

the CPTPP provisions, which, as explained above, commit the Parties to allowing 

cross-border data flows and ban data localisation measures, although both are 

subject to an exception for “legitimate public policy” measures that pass a necessity 

test (art. 4.3 and 4.4 of DEPA). The DEPA contains a provision on personal information 

protection that is similar to provisions found in the CPTPP. However, it is slightly more 

extensive, setting out principles that should underpin a “robust legal framework” for 

the protection of personal information, and it encourages the use of data protection 

trustmarks (art. 4.2 DEPA).  
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UK approach in trade agreements 

A key decision for the UK is whether, and to what extent, to stay aligned with the 

EU’s approach to data regulation. There have been signals that the UK is seeking to 

move away from the EU’s approach and adopt a more liberalising stance. The 

government’s new National Data Strategy includes a mission to “champion the 

international flow of data” and the UK Prime Minister has indicated that data 

protection standards in the UK are likely to diverge from the GDPR after Brexit.92  

The strongest sign that the government’s approach is shifting is found in the UK–

Japan free trade agreement, where the digital trade provisions are based on the 

CPTPP (to which Japan is a signatory).93  The UK–Japan agreement adopts the 

CPTPP text for provisions on cross-border data flows (art. 8.84 UK–Japan), data 

localisation (art. 8.85 UK–Japan), and privacy (art. 8.80 UK–Japan), with very minor 

revisions.94 This suggests that the UK is heading broadly in the direction of the US 

approach to regulating cross-border data flows and privacy. Rather than providing 

for an EU-style prohibition on specific data flow restrictions, and a complete carve-

out for privacy measures, the UK makes a general binding commitment to data 

flows and treats privacy as one possible consideration in the “legitimate objective” 

exception. While Parties commit to upholding personal data protections, the UK–

Japan agreement does not set minimum standards. Notably, the UK commits in the 

UK–Japan agreement to maintain privacy standards that will meet the tests of not 

imposing restrictions on transfers of information that are “greater than are required 

to achieve the objective” (art. 8.80 UK–Japan). The UK government has stated that 

its commitments in the UK–Japan agreement are commensurate with its aims of 

upholding high standards of privacy under the UK’s Data Protection Act 2018.95  

However, as discussed in previous sections, it is far from clear that the GDPR (to 

which the UK currently adheres) would meet the necessity test stipulated in the UK–

Japan agreement. 

The UK needs to be careful in departing from the EU’s approach to cross-border 

data flows and privacy, as it has a delicate balancing act to strike, particularly as it is 

seeking an adequacy decision from the EU. While other countries with data 

protection systems that are different to the GDPR have obtained an adequacy 

decision, including Japan, obtaining adequacy is not straightforward.  

At the time of writing, the UK has conferred adequacy on the EU on a transitional 

basis, allowing personal data to flow from the UK to the European Economic Area 

(EU countries plus Iceland, Liechtenstein and Norway) for a few years while the UK 

undertakes its own adequacy assessments.96 However, the EU is yet to confer 

adequacy on the UK. Instead, the recent EU–UK trade agreement provides a six-

month window during which data can flow from the EU to the UK pending the 

outcome of the EU’s adequacy decision, so long as the UK stays aligned with the EU 

GDPR.97 Obtaining adequacy is extremely important for businesses, and a recent 

study suggests that not obtaining EU adequacy would cost UK businesses between 

£1 billion and £1.6 billion in additional compliance costs.98 The government has 

stated that it is also “extremely important” for effective UK–EU co-operation in law 

enforcement.99 
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To obtain adequacy, UK data protection standards must remain equivalent to those 

provided by the GDPR. As the UK’s Data Protection Act 2018 is based on the EU’s 

GDPR, as is the UK’s international data transfers framework, obtaining adequacy 

would appear straightforward. However, experts have flagged several factors that 

make the adequacy decision less certain. Following the UK’s exit from the EU Charter 

of Fundamental Rights, there is no equivalent to Article 8 (on data protection) in UK 

law, so data protection is no longer a fundamental right of UK citizens, providing a 

lower level of legal certainty regarding the extent to which personal data will be 

protected.100 The recent ruling by the CJEU invalidating the US–EU Privacy Shield 

(Schrems II) introduces some complexities now that the UK is no longer an EU 

member state.101 Crucially, Schrems II revealed that the CJEU is prepared to provide 

greater flexibility to EU member states in balancing rights to privacy and security 

than third countries like the US.102 Although the UK’s surveillance practices haven’t 

changed with its exit from the EU, in the wake of Schrems II, specific powers granted 

to government ministers under the UK Investigatory Powers Act 2016 may create 

challenges.103 When reviewing the UK request, the European Commission is likely to 

more closely scrutinise UK investigatory powers and the legal conditions under which 

data from communications can be held and transferred to intelligence agencies.104  

A further concern arises from commitments that the UK is likely to enter into in trade 

agreements on the free flow of data with third parties like the US, which do not have 

stringent regulations on personal data protection. To obtain (and maintain) an EU 

adequacy decision, countries must have in place effective mechanisms to ensure 

that EU citizen’s data is not transferred to another third country (an “onward 

transfer”) unless protections are in place that guarantee the required level of 

protection. For example, the EU’s adequacy decision on Japan stipulates that EU 

citizen’s personal data cannot be automatically transferred to third countries 

through APEC Cross Border Privacy Rules as protections are “clearly of a lower 

level”.105  

Whether the arrangements needed to secure adequacy decisions are consistent 

with commitments in free trade agreements that provide for free flows of data is 

complex and contested. Some privacy scholars argue that if a country “commits to 

free cross-border data flows in a free trade agreement with yet other countries, it is 

risking its strategic ability to obtain a finding of adequacy by the Commission”.106 

Indeed, according to the European Data Protection Board (which leads on 

adequacy assessments for the EU) any agreement concluded between the UK and 

the US would have to be taken into account when assessing the level of protection 

of personal data in the UK, in particular to ensure continuity of protection in case of 

onward transfers.107 However Japan has obtained an adequacy decision from the 

EU, even though it has entered into commitments in trade agreements on free flow 

of data, including with the US. This is due to what one expert calls a “work-around” 

as Japan has created a two-tier data protection regime with different arrangements 

for personal data originating from the EU and from within Japan, including in the 

area of onward transfers.108 Experts disagree on whether such arrangements are 

legally consistent with commitments in trade agreements on free data flows.109 
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These points notwithstanding, other experts argue that the EU is highly likely to grant 

the UK adequacy. As the UK is a departing EU Member State, deciding that the UK is 

not adequate would set the bar for adequacy impossibly high, and could create 

substantial difficulties for the EU in conferring new adequacy decisions, and prove a 

barrier to continuing existing adequacy decisions which are being reviewed by the 

European Commission.110 It is possible that the EU confers adequacy (a decision made 

by the European Commission following a recommendation from the European Data 

Protection Board, and approved by EU Member States) but this is later invalidated by 

the CJEU, as happened to the EU–US Privacy Shield. If this were to happen, the law 

enforcement provisions in the new UK–EU trade agreement contain explicit clauses 

that enable certain provisions in the law enforcement context to be suspended. For 

instance, the EU could explore ways to postpone the entry into effect of the Court’s 

decision, reduce its scope or withdraw it.111  

In sum, the UK may well be able to follow Japan’s lead and create workarounds that 

enable it to maintains EU adequacy while also committing to the free flow of data in 

trade agreements with third countries, essentially by guaranteeing that it will afford 

levels of protection for EU citizens’ data that are in line with GDPR. The most pressing 

issue for the UK is to establish the level of personal data protection that it wishes to 

uphold for its own citizens, and to ensure that its data protection arrangements are 

immune from challenge under its trade agreements. The available evidence 

certainly suggests that the type of privacy exceptions found in the UK–Japan 

agreement, the CPTPP, and recent US agreements may not be sufficiently robust to 

safeguard the UK’s own GDPR and adequacy arrangements in the event of a legal 

challenge. 

 

4.2 Internet access and content regulation 

This section discusses the rules and regulations in trade agreements that have 

implications for the regulation of the internet, both with respect to regulating access 

to networks and regulating online content, including the liability of internet platforms. 

 

Overview of policy issues 

In terms of access to the internet, trade agreements often include network 

management rules to safeguard equal and non-discriminatory treatment of internet 

traffic. These rules promote the principle of network neutrality, which requires 

broadband providers to treat all users, websites, and services equally.112 The goal is 

to protect an open and innovative internet, preventing network managers from 

blocking or throttling (intentional slowing or speeding of internet traffic) lawful 

connections, and from censoring, filtering or charging more for specific contents.113 

Network neutrality also promotes competition in digital markets, levelling the playing 

field and ensuring that content and services from small and big businesses are 

treated equally. 

Countries have adopted different network neutrality rules domestically. In the US, the 

Federal Communications Commission (FCC) changed the rules on the classification 

of internet service providers in 2017, which de facto repealed the principle of 
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network neutrality in the country.114 In contrast, the EU actively promotes network 

neutrality via the Open Internet Regulation, which establishes that users have the 

right to “access and distribute information and content, use and provide 

applications and services, and use terminal equipment of their choice, irrespective 

of the end-user’s or provider’s location or the location, origin or destination of the 

information, content, application or service, via their internet access service”. In light 

of Brexit, the UK has chosen to retain the EU regulations via the UK Open Access 

(Amendment Etc) (EU Exit) Regulations 2018 and housed them under the supervision 

of Ofcom, the telecommunications regulator.115  

In terms of the regulation of internet content, internet platforms that host user-

generated content, such as Facebook, YouTube and Twitter, are usually considered 

intermediaries and not publishers of such content. From a public policy perspective, 

concerns remain as to whether and how these companies should be legally 

responsible for online harms (including child pornography and hate speech) and 

rights violations (including copyright infringement) caused by the content they host. 

To address these issues, governments have developed intermediary liability rules. 

These rules typically have three main policy goals. The first is to protect internet users 

and prevent harms and criminal activity online; the second is to promote 

fundamental rights such as free expression and information access; and the third is 

to protect businesses and encourage economic growth and technical innovation. 

Balancing these objectives has proven complicated and there has been growing 

pressure on governments, including in the UK, US, and EU, to revisit their domestic 

legislation on intermediary liability. 

Experts largely disagree on the best way to approach intermediary liability and on 

how to strike the delicate balance between the relevant public policy objectives at 

stake, both with regards to general liability rules and to rules specifically developed 

to address IP violations. Governments around the world are under pressure to clamp 

down on online harms and the online dissemination of illegal content. At the same 

time, there are legitimate concerns regarding the procedures required to enforce 

some regimes of intermediary liability, and the impact they could have on internet 

content moderation. Experts worry that some liability models would provide 

incentives for platforms to use filtering tools and adopt review procedures that are 

more likely to censor legitimate speech, with chilling effects for freedom of 

expression online and access to information.116 

 

US approach in trade agreements 

In the US, the main rules on intermediary liability are laid in section 230 of the US 

Communications Decency Act (CDA), which limits the liability of internet companies 

that host user-generated contents, such as Facebook and Twitter, for the behaviour 

of their users. Adopted in 1996, CDA s. 230 is now highly contentious.117 Some experts, 

policymakers and interest groups argue that CDA s. 230 provides a blanket waiver 

that permits tech companies to get away with not moderating harmful content 

sufficiently, in turn allowing hate speech and other forms of harassment on their 

platforms.118 Others believe it permits too much content moderation – allowing 
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online platforms to suppress so-called ‘conservative speech’. Technology 

companies, in turn, argue that the current provision is crucial to ensuring competition 

and freedom of expression on the internet.119 Some of these concerns are shared by 

scholars and civil society organisations, who see s. 230 as a cornerstone of free 

internet speech.120 

A series of proposals in the US aim to change CDA’s liability regime, and newly 

inaugurated President Joe Biden has previously suggested that s. 230 should be 

revoked.121 However, there is no consensus on how exactly intermediary liability rules 

should be changed. Under the Trump administration, moves have been made to 

limit private companies’ ability to set the rules on content moderation. In 2019, the 

Senate introduced a bill to prohibit large social media companies from moderating 

“politically biased” information on their platform.122 Criticisms of s. 230 also underlie 

the executive order issued by President Trump on “Preventing Online Censorship” on 

May 2020. In September 2020, the Department of Justice sent draft legislation to 

Congress to execute the presidential directive and to reform the CDA.123 In 

November 2020, executives of Twitter and Facebook were called to testify before 

the Senate Judiciary Committee, which is currently considering s. 230 reforms.124 The 

proposed amendments would change liability rules and also limit the broad 

immunity enjoyed by internet platforms for content moderation decisions made in 

“good faith”. 

The liability of internet platform for infringements of IP rights (including copyright) are 

usually governed by specific rules, which represent an exception to the general 

intermediary liability regime. In the US, the Digital Millennium Copyright Act (DMCA), 

adopted in 1998, introduces an exception to the CDA regime that applies to online 

service providers in cases of copyright violations. Section 512 of the DCMA 

establishes that, as long as online service providers comply with certain requirements 

and block access to alleged infringing material upon receiving notification of an 

infringement, they are protected from liability – the regime known as “notice and 

take down”. In practice, it gives stronger protection to allegations of copyright 

infringement than to allegations that would fall within the general scope of the CDA. 

Under the DMCA s. 512, users based anywhere in the world are able to send 

notifications to US-based companies reporting copyright violations and asking for 

the removal of content. This mechanism has also been used beyond the original 

scope, including the removal of non-consensual intimate images (also known as 

‘revenge porn’)125 and, worryingly, been employed by authoritarian governments to 

censor critical voices online.126 In May 2020, the US Copyright Office issued a 

detailed study on s. 512, which concluded that the operation of the section 512 safe 

harbour system is “unbalanced”, and called for changes that would “better 

balance the rights and responsibilities of online service providers and rightsholders in 

the creative industries”.127 

Internet access provisions found in recent US agreements (including the USMCA) 

make no binding commitment to network neutrality. Rather, they recognise the 

benefits of access and use of internet services, subject to “reasonable network 

management”, without further details on the circumstances that would allow such 
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management. This is unsurprising, considering that the US domestic regime does not 

actively promote network neutrality domestically, as discussed above. 

In relation to intermediary liability, the USMCA was the first US agreement to include 

provisions explicitly modelled on the contentious section CDA s.230 (art. 19.17.2 

USMCA).128 The agreement was ratified and implemented while a heated debate 

regarding the efficacy of ISP liability safe harbours was unfolding domestically in the 

US, with calls to overhaul the regime under CDA s.230, as discussed above.129 This led 

experts to argue that internet companies lobbied for the inclusion of this provision in 

the agreement to protect against domestic reforms.130 

With regards to copyright infringements, the USMCA includes a provision that mirrors 

DCMA s. 512. Article 20.88 of the USMCA, which requires Parties to establish 

appropriate safe harbours for internet platforms, including incentives for companies 

to remove or deter access to illegal content, and the adoption of a ‘notice and 

take down’ mechanism. An identical provision is found in the CPTPP, which requires 

Parties to require internet service providers to “expeditiously remove or disable 

access to material residing on their networks or systems upon obtaining actual 

knowledge of the copyright infringement” (art. 18.82 CPTPP). The USMCA was 

approved while domestic debates were unfolding domestically in the US on whether 

safe harbours provide sufficient protection to copyright holders. The inclusion of a 

provision modelled on DCMA s. 512 in the agreement has led the leaders of the 

Congressional House Judiciary Committee to write to the US Trade Representative to 

request that Article 20.88 be dropped from the USMCA and future trade agreements 

“while such serious policy discussions are ongoing”.131 

 

EU approach in trade agreements 

The EU makes stronger commitments to protecting network neutrality in trade 

agreements than the US. In contrast to the US, the EU has largely refrained from 

including liability provisions in trade agreements, and when it has, they are less 

prescriptive than the US provisions, and restricted to copyright infringements. 

Consequently, the EU has largely preserved its regulatory autonomy with regards to 

conducting domestic reforms in the liability regime. 

Liability of internet platforms in the EU is currently regulated by the e-Commerce 

Directive, adopted in 2000, which provides for a safe harbour regime for 

intermediaries. Under the e-Commerce Directive, internet intermediaries – classified 

as mere conduit, caching, or hosting platforms – should not be held liable for 

content hosted by them when they do not have knowledge that the content they 

host is unlawful, or when they act quickly to remove or to disable access to the 

information once they are aware of its illegality.132 This regime is due to be replaced 

by the DSA, which will introduce a new set of rules for online intermediaries and 

platforms.133 DSA-proposed obligations will apply asymmetrically (that is, they will 

vary according to the characteristics, size, and social impact of the service 

provider), and not only to internet intermediaries operating in the EU, but also to 

those established in third countries that offer services in the European Single Market. 

The new framework will require platforms that host user-generated content to 
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implement a ‘notice-and-action’ mechanism, so that users can notify online 

intermediaries about potentially illegal online content or activities, but which largely 

preserves the same liability exceptions listed in the e-Commerce Directive.134 

Importantly, the DSA does not introduce active monitoring obligations that have 

been criticised by stakeholders concerned with free speech.135 

The EU recently adopted a new liability regime for copyright infringement in the 

Directive on Copyright in the Digital Single Market, approved in 2019. The legislation 

introduced a distinction between ‘online content-sharing service providers’ and 

other online service providers,136 removing content-sharing providers (including 

platforms such as YouTube or Facebook) from the scope of the E-Commerce 

Directive safe harbours. Under the new rules, content-sharing platforms are required 

to play a more active role in preventing copyright infringement and should obtain 

prior authorisation from the right holders (eg a licence agreement) to make content 

available.137 In the absence of such authorisation, content providers can be held 

liable for unauthorised acts of communication to the public, unless they use their 

“best efforts” to obtain such authorisation and to ensure that copyrighted works are 

not available on their platforms. The new directive also requires platforms to remove 

content from their websites upon receiving notice from rights holders, and to employ 

their best efforts to prevent future uploads of such content, introducing a regime 

akin to the DMCA ‘notice and take down’. Some critics argue that the new rules 

introduced by the Copyright Directive go beyond the US rule and creates a de 

facto obligation to develop upload filters and other technical tools for content 

moderation, which are likely to be adopted globally (another example of the so-

called ‘Brussels effect’). There are also concerns that the new liability rules will further 

concentrate digital markets, creating a compliance burden that disproportionally 

affects smaller platforms.138 

In its joint statement to the WTO, the EU has defended its policy that Members should 

adopt measures to ensure that users’ access to the internet is subjected to 

reasonable and non-discriminatory network management.139 Similarly, the EU–

Mexico agreement commits Parties to ensure limited, transparent and non-

discriminatory network management (art. 10, Chapter on Digital Trade). 

With regards to internet content regulation, the EU–Canada agreement includes 

provisions on liability that are restricted to IP violations. Article 20.11 of CETA requires 

Parties to adopt limitations or exceptions regarding liability of intermediary service 

providers for infringements of copyright on the internet. Such exceptions should 

cover, at a minimum, hosting platforms for content provided by users, caching, and 

platforms that act as “mere conduits”. CETA does not prescribe a notification 

system, leaving each Party to establish appropriate procedures for effective 

notifications of violations of copyright. 

 

China’s approach in trade agreements 

In China, both internet content and internet access are heavily regulated. The 

government plays a leading role in the management of the internet traffic, and 

adopts filtering and throttling (the intentional slowing or speeding of internet traffic) 
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mechanisms  that limit access to services and websites considered illegal by the 

Chinese Communist Party.140 There are strict liability rules that apply to almost all 

types of internet service provider. Companies are required to adopt content 

moderation mechanisms and filtering technologies to promptly detect and block 

the dissemination of illegal content, and to provide technical support and assistance 

when requested by government authorities.141 In 2010, China’s State Council 

Information Office published the country’s first white paper on internet policy, which 

lists a wide range of topics that are considered illegal content and not allowed to 

be shared online, including content that “subverts state power, undermines national 

unity, harms national honour and interests” among others.142 In 2014, China 

established the Cyberspace Administration of China, the primary regulator for online 

content, which has issued a number of regulations to tighten the grip on internet 

content.143 In 2017, China’s Cybersecurity Law came into force, requiring online 

service providers to verify the real names of users and network operators, and to 

monitor and flag illegal user-generated content.144 

Intermediary liability for IP infringement was first regulated in China in 2006, via the 

Regulations for the Protection of the Right of Communication through the 

Information Network. The regulation establishes that network service providers can 

be eligible for safe harbours if they remove or disconnect the link to copyright 

infringement material upon receipt of a notice and takedown request from a rights-

holder.145 Network providers that provide storage space are not liable if they do not 

know, or have no reasonable grounds to know, that the material they host infringe 

another person’s rights.146 

Given China’s unique approach to internet regulation and the limitations imposed 

on what type of services and content Chinese citizens can have access to, it is 

unsurprising that neither the China–Korea agreement nor the China–Australia 

agreement contain provisions on intermediary liability or network neutrality. 

Provisions on enforcement of IP rights in the digital environment are found in RCEP, 

although they do not establish a special regime for internet platforms. The 

agreement merely establishes that the same civil and criminal remedies that apply 

offline shall be available with respect to acts of infringement of copyright or related 

rights and trademarks online (art. 11.75 RCEP). 

 

DEPA 

There are no requirements to explicitly protect network neutrality under DEPA, but 

Parties recognise the benefits of users being able to access and services and 

applications “subject to reasonable network management” (art. 6.4 DEPA). 

Intermediary liability and copyright infringement are not covered in the agreement; 

the Parties merely agree to “endeavour to cooperate to advance collaborative 

solutions to global issues affecting online safety and security” (art. 5.2 DEPA). 
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UK approach in trade agreements 

In the UK, the Online Harms White Paper (OHWP), published in 2019, outlined plans to 

legislate a package of measures aimed at protecting internet users against harms, 

with a particular focus on children and other vulnerable groups.147 After a period of 

consultation, the government’s full response to the OHWP was published in 

December 2020.148 Among the legislative changes proposed in the response was the 

introduction of a statutory duty of care for internet companies, under the supervision 

of Ofcom, requiring platforms to take action to prevent the proliferation of illegal 

content and activity online. Differentiated obligations will be established depending 

on type of content (content that is illegal; harmful to children; and legal when 

accessed by adults but which may be harmful to them) and the reach of the 

services provided. The majority of services will be required to take action against 

illegal content and activities, and protect children; while high-risk, high-reach 

services will be required to take additional action in respect of content or activity 

that is legal but harmful to adults.149 Scholars and civil society organisations have 

claimed that the proposed framework could be unfit to tackle the wide range or of 

problematic content and behaviour it aims to address,150 and have voiced concerns 

that it would threaten fundamental rights, in particular the right to freedom of 

expression online.151 

In trade agreements, internet regulation provisions recently agreed by the UK 

represent a blend of approaches adopted by the US and the EU in previous 

agreements, and overall tend to be more protective of the interests of businesses 

than of the interests of individuals. 

Regarding the regulation of internet access, the UK–Japan text requires Parties to 

adopt or maintain appropriate measures to ensure that consumers can access and 

use internet services and applications, “subject to reasonable, transparent and non-

discriminatory network management” (art. 8.78 UK–Japan). This provision was absent 

from the EU–Japan agreement, but is in line with recent proposals from both the UK 

and EU in the context of a UK–EU future agreement (eg art. 18.12 of the UK proposal 

to the EU) and provides a more robust protection of network neutrality by limiting the 

situations under which network management would be allowed. Network neutrality 

is likely to be a more contentious consideration in upcoming negotiations with the 

US. The UK Government has recognised the “value in upholding the principle of fair, 

transparent and non-discriminatory access for UK telecommunications service 

providers” in its negotiation objectives with the US. The US, in contrast, did not 

include provisions related to network management among its negotiation 

objectives. 

In terms of regulation of internet content, the final text of the UK–Japan, similar to the 

EU–Japan agreement, did not include general provisions on intermediary liability. 

General provisions on internet intermediary liability are also absent from the UK–EU 

TCA. The TCA does include a commitment to adopt measures requiring suppliers of 

goods and services to provide consumers with information and means of redress for 

breaches of their rights (art. DIGIT.13.1), but does not detail the mechanisms of 

enforcement. The absence of such provisions from new trade agreements with 
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Japan and the EU could be a sign of cautiousness from the UK Government, since 

there is currently no domestic consensus on which liability model the UK should 

adopt.152 Following the presentation of the OHWP response at the end of 2020, the 

government reiterated its commitment to tackling online harms and stated it will 

carefully consider any interaction between trade policy and online harms policy in 

future trade agreements. The UK government has claimed that the TCA was 

specially tailored “preserve policy space for the UK or the EU to protect users 

online.”153 

The UK–Japan agreement, however, does include novel rules on intermediary 

liability with regards to violation of IP rights, which were absent from the EU–Japan 

agreement. It requires Parties to take appropriate measures to limit the liability of 

online service providers for violation of IP rights where such providers “take action” to 

prevent access to infringing material in accordance with the laws and regulations of 

the Party (art. 14.59.2 UK–Japan). This standard provides incentives for Parties to 

adopt ‘notice and takedown’ mechanisms, as explained above. The UK–Japan text 

does include language establishing that Parties shall endeavour to enforce this 

standard in a way that preserves fundamental principles such as “freedom of 

expression, fair process, and privacy”, but unlike the liability rule, this provision is 

drafted as a procedural obligation.154 

With regards to UK negotiations with the US, the published negotiation objectives 

point to a potential conflict over intermediary liability and internet content 

regulation. While the UK explicitly mentioned the aim to “promote appropriate 

protections for consumers online and ensure the Government maintains its ability to 

protect users from emerging online harms”,155 the US has declared the wish to adopt 

rules to limit civil liability of online platforms for third-party content in cases unrelated 

to IP rights. The US is prepared to consider exceptions for “for legitimate public policy 

objectives or that are necessary to protect public morals”.156 If limits to liability are 

included in a UK–US FTA, depending on the design of such rules, they could derail 

the duty of care model proposed in response to the OHWP,157 and also hinder 

alternative proposals to improve platform governance, such as enhanced 

‘procedural accountability.’158 

Other countries have faced difficulty in navigating between the different EU and US 

approaches. For example, both Canada and Mexico are Parties to the USMCA 

despite having domestic liability regimes that do not match the liability regimes 

modelled in US legislation. Canada does not currently have any statutory measures 

limiting the civil liability of third-party intermediaries akin to USMCA article 19.17 or 

CDA s. 230, and existing Canadian common law on defamation is inconsistent with 

article 19.17.2.159 In practice, recent rulings by the Supreme Court of Canada have 

stopped short of holding internet companies liable for harms relating to content 

posted by someone else, opting instead to pursue equitable relief, and this is an 

approach that is compatible with USMCA.160 

Recent proposals to reform Canada’s regulations are likely to be inconsistent with 

Canada’s international legal obligations under the USMCA. For instance, in its policy 

platform released during the 2019 Canadian general election campaign, the 
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governing Liberal Party proposed to “move forward with new regulations for social 

media platforms, starting with a requirement that all platforms remove illegal 

content, including hate speech, within 24 hours or face significant financial 

penalties.”161 Such a proposal seeks to treat online platforms as an information 

content provider in determining liability for harms related to information that they 

took no part in ‘creating’ or ‘developing’. This treatment, however, could be 

considered inconsistent with USMCA article 19.17.2.162 

In Mexico, there is currently no specific liability regime comparable to the scope of 

article 19.17 of the USMCA.163 Mexico, nonetheless, negotiated explicit exceptions 

when signing the USMCA. Annex 19-A includes provisions stipulating that article 19.17 

on interactive service providers does not apply to Mexico for the first three years, 

that some of Mexico’s existing laws are deemed compliant, and that Mexico will 

comply in a manner that is both effective and consistent with its constitution. In 

addition, Parties agree that the general exceptions apply, including “measures 

necessary to protect public morals pursuant to paragraph (a) of article XIV of GATS”. 

 

4.3 Intellectual property (IP) protection and innovation 

This section discusses provisions and exceptions in trade agreements regulating the 

disclosure of source code, software, and algorithms. It examines the potential 

implications of such provisions for regulations that aim to ensure accountability and 

oversight over emerging technologies such as AI, and their impact on innovation, 

including on policies that support technology transfer and open-software. 

 

Overview of policy issues 

The use of algorithms and automated decision-making systems is increasingly 

common in many areas of the economy and public life more generally, including in 

employment, policing and education. Despite the benefits of such systems, they 

give rise to relevant public policy concerns related to the risks of discrimination, 

including gender-based and racial-based, and lack of fairness and 

accountability.164 One recent example was the controversy involving the use of 

algorithms to predict GCSE and A-level grades in the UK, that placed the use of 

machine-learning and automated decision-making systems in the public spotlight.165 

To have more transparency and understanding of the actual performance of these 

emerging technologies, AI ethics advocates argue that algorithms should be made 

visible enough to be inspected and understood, particularly when they lead to 

decisions that have questionable or negative consequences,166 such as a job 

application denial or a driverless vehicle accident.167 Experts have argued that, to 

protect individuals subject to automated decision-making, citizens should have a 

‘right of explanation’, by which the reasoning behind a decision is presented to 

them.168 There can be many ways of scrutinising an algorithm, and views on what 

would be the correct way vary,169 but some forms of transparency and 

accountability could potentially clash with trade secrets provisions agreed in trade 

agreements. 
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As the technology landscape surrounding AI is constantly evolving, a central issue is 

to figure out a priori what type of information will be needed to police algorithms. In 

the context of the EU, the GDPR includes a right for individuals in certain 

circumstances to be informed of the logic of the systems making decisions that 

significantly affect them.170 However, scholars and policymakers consider that it may 

be necessary to adopt further legislation or to clarify existing rules to address specific 

risks posed by AI systems, such as the opacity of systems based on algorithms.171 In 

particular, there is a need for well-defined rights and safeguards to regulate the 

deployment of algorithmic decision-making tools, expanding and clarifying the 

scope of GDPR.172 New rules are currently being considered. Under the proposed 

DSA, the European Commission would be able to order platforms to provide access 

and explanations relating to its databases and algorithms. The proposed legislation 

also establishes that very large online platforms can be audited by an independent 

auditor, who should have technical competence to audit algorithms and be 

granted access to all relevant data necessary to perform the audit properly.173 In the 

UK, the government’s final response to the OHWP proposed mechanisms to increase 

transparency from companies about their algorithm designs and to give the 

regulator power to request explanations about the way algorithms operate.174 Due 

to the complexity and fast-evolving nature of AI and algorithms, it is not entirely clear 

how to equip a supervisory authority or watchdog such as the ones currently being 

discussed.175  

In recent years, a number of bilateral and regional trade agreements have included 

IP provisions that expand the scope of protections of trade secrets to explicitly cover 

software and algorithms – which arguably would not be covered under the general 

WTO rules on trade secrets.176 Depending on how provisions banning forced 

disclosure of algorithms are drafted, and the scope of their exceptions, they could 

potentially clash with existing proposals to improve algorithmic accountability. One 

the one hand, a flat-out ban on forced disclosure of source code, software and 

algorithm could make it harder to obtain explanations for automated decisions 

(including machine and deep learning) that affect individuals.177 On the other hand, 

full disclosure and ‘opening of the black box’ might undermine IP rights and would 

not necessarily be required for automated systems to be accountable and to 

provide meaningful explanations to individuals.178 Striking the right balance between 

these two policy objectives is a difficult task, in particular in light of the fast-pacing 

nature of emerging technologies such as AI. 

Designing specific rules before one is really able to understand the underlying policy 

issues and the full range of exemptions that are needed is challenging. Exceptions 

allowing regulatory bodies and judicial authorities to access source code and 

algorithms, for example, can be vague and unclear regarding what type of 

procedures and investigations would qualify for such access to be granted. The 

focus on disclosure of relevant source codes to public authorities and regulatory 

bodies also means that, in important cases, it may not be possible to share the 

source code with individuals who might be affected by automated decision-

making. Another challenge in drafting exceptions is that, in many cases, there are 

no existing legal frameworks regulating AI or transparency, so it might be difficult for 
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citizens to find a legal basis to argue for the disclosure of algorithms making 

decisions that affect their lives.  

Encouraging innovation through the right balance of IP protection and support for 

new players is another challenge for governments. Beyond problems from the point 

of view of potential bias and unfairness in the decision-making that they govern, far-

reaching prohibitions on disclosure of source code, software, and algorithms also 

have important implications for access to technology and market competition. Bans 

on mandatory disclosure usually seek to ensure market openness and to prevent 

partners from requiring the transfer of, or access to, technology as a condition for 

market access.179 Such provisions aim to give firms unconditional market access for 

their technology-embedded products while protecting their IP, which is often a 

crucial element of the competitive advantage of innovative companies. These rules 

have gained particular relevance in light of growing concerns with governments’ 

domestic policies requiring the disclosure of trade secrets as a condition to operate 

in some industries – a common policy in China.180 

While the stated goal of these rules is to promote innovation by protecting firms’ IP, 

provisions seeking to prohibit source code disclosure without appropriate limitations 

and exceptions can in fact choke access to technology that is essential to 

innovation, especially in less industrialised countries.181 As source code constitutes an 

integral component of digital technologies, provisions prohibiting their transfer can 

effectively prevent the transfer of technology altogether.182 The problem is even 

more acute for countries that are not fully industrialised, as strict IP rules often favour 

already established industries and limit developing nations’ policy space to pursue 

legitimate regulatory objectives and development goals.183 Indeed, in emerging 

economies the concept of innovation itself might differ from that of developed 

countries, with a greater emphasis in adopting existing technologies and ‘catching 

up’ with advanced economies rather than on creating new ones.184 Another 

concern is that closing access to source code and software can stifle competition 

and create incentives for concentration in software markets and industry, by locking 

buyers into proprietary software. 

Further, provisions aimed at maximising IP protection could inhibit the use or 

promotion of free and open-source software domestically, a relevant public policy 

instrument that governments should not be too hasty to relinquish. Evidence points 

out that open-source software is more cost-efficient and has more potential for 

innovation than proprietary software,185 as it promotes spill-overs that foster the 

diffusion of new technologies.186 Open-source software can also provide better 

security and accountability due to code transparency.187 Moreover, the possibility of 

promoting the use of non-proprietary software is relevant for public procurement 

policies. Several countries, (developing and developed), have implemented 

legislation and policies that require the source code of software applications used 

for the provision of public services and procured by the government to be open. 

Some countries have domestic policies that provide preferential treatment to 

software packages that are open source.188 
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The UK government has been a pioneer in creating open-source software, and there 

is concern that trade agreement provisions could lead to challenging types of 

public procurement seen as preferring open source.189 In the EU, a strategy for the 

internal use of open-source software was first adopted in 2000, and has since been 

updated three times. The most recent strategy (2020–2023) was approved by the 

European Commission in October 2020, and it committed to increasing even further 

the use of open-source software.190 In the US, the government announced a federal 

source code policy in 2016, which requires that all source code be shared between 

agencies and mandates that at least 20% of new custom-developed source code 

be released as open-source software.191 In China, open-source software is 

considered a tool to gain access to new technologies, and the disclosure of source 

code is required as a condition to ensure market access. For example, a policy from 

2014 requires companies selling computer equipment to Chinese banks to disclose 

their source code and to submit their equipment for internal audits (Circular No. 317, 

Guidelines on Promoting the Application of Secure and Controllable IT, Year 2014–

2015).192 

 

US approach in trade agreements 

The US provides extensive intellectual property protections in its recent trade 

agreements, and the most extensive are found in the USMCA. It explicitly includes 

source-code-related algorithms in the subject matter of IP protection, in addition to 

software protection, establishing that “no Party shall require the transfer of, or access 

to, a source code of software owned by a person of another Party, or to an 

algorithm expressed in that source code, as a condition for the import, distribution, 

sale or use of that software, or of products containing that software, in its territory” 

(art. 19.16 USMCA). Provisions in the USMCA annex also ban governments from 

forcing companies to provide specific information about cryptography, including 

algorithms, as a pre-condition for market access. Exceptions are made for regulatory 

bodies and judicial authorities requiring access “for a specific investigation, 

inspection, examination, enforcement action, or judicial proceeding” so long as 

there are safeguards against unauthorised disclosure. 

USMCA does not include balancing clauses that are found in other recent trade 

agreements. CPTPP text for instance introduced an ‘appropriate balance’ clause 

concerning copyright and related rights, as well as limitations and exceptions, 

“including those for the digital environment” (art. 18.66 CPTPP). This provision is 

consistent with fair use exceptions to copyright in the US and could allow for the use 

of copyright protected data to better train AI systems.193  

 

EU approach in trade agreements 

Recent agreements negotiated by the EU have included provisions banning forced 

disclosure of source code and software but have not gone as far as the language in 

US agreements to expressly include algorithms in the scope of provision. 
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The EU–Japan agreement did include a provision (art. 8.73) that prevents the Parties 

from requiring the “transfer of, or access to, source code of software owned by a 

person of the other Party”, with exceptions laid for voluntary transfer of technology in 

the context of commercial contracts, government procurement, for law 

enforcement, and on national security grounds (general security exceptions of art. 

1.5 EU–Japan). The EU–Mexico agreement includes similar provisions (art. 9, Chapter 

on Digital Trade), committing the Parties not to require the transfer of, or access to, 

source code of software owned by a company or individual from the other Party. 

The exceptions are also similar: for voluntary transfer in the context of a commercial 

contract or government procurement, investigations and law enforcement 

(including IP protection), or for national security or for national defence purposes. 

However, Article 2.a does include a broader carve-out allowing Parties to require 

software or source code disclosure “to achieve a legitimate public policy 

objective.” 

Similarly, in the submission to the WTO regarding e-commerce, the EU clearly states 

that any commitments related to consumer protection should leave “sufficient 

flexibility for defining the exact content and format of the relevant measures at 

national level” and that, with regards to prior authorisation requirements, “Members 

may consider relevant language reaffirming the right to regulate for legitimate 

public policy reasons.”194 

 

China’s approach in trade agreements 

China’s poor record of protecting intellectual property has long been criticised by 

experts and foreign trade partners.195 The government is also accused of ‘forcing’ 

technology transfers as a condition of doing business in the country, as it requires 

foreign investors to form joint ventures with Chinese firms.196 Earlier drafts of China’s 

Cybersecurity Law even included provisions requiring technology vendors to hand 

over source codes and encryption keys, although the disclosure requirement was 

dropped from the final version following pressure from foreign companies.197 

Unsurprisingly, neither the China–Korea free trade agreement nor the China–

Australia agreement include provisions on mandatory disclosure of source codes or 

algorithms. Such a provision is also absent from RCEP, but this agreement does 

include a provision where Parties have agreed to discuss source code as one of the 

emerging issues that should be considered in future dialogues on e-commerce (art. 

12.16.1 RCEP). 

 

DEPA 

Different to both the US and the EU, DEPA does not contain a general clause against 

the mandatory disclosure of intellectual property as a condition to conduct business. 

It does, however, include provisions on the use of cryptography in commercial 

applications, establishing that Parties shall not impose or maintain regulations that 

require transfer of, or access to, a particular technology or information as a 

condition to enter the market, including in the scope of the measure cryptography 
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key and algorithm specification (art. 3.4 DEPA). There are exceptions in case of 

networks owned or controlled by the governments, including central banks; 

measures related to the regulation of financial institutions or markets; and law 

enforcement authorities, in accordance with a country’s legal procedures. 

Importantly, DEPA includes no binding commitments to adopt AI governance 

frameworks, considering explainability, transparency, fairness and human-centred 

values (art. 8.2 DEPA). 

 

Japan’s approach in trade agreements 

Japan has spearheaded proposals for the inclusion of rules in trade agreements 

prohibiting countries from requiring the disclosure of trade secrets, including source 

codes and algorithms, and banning requirements for firms to use particular 

encryption technologies as a condition for market access.198 The CPTPP explicitly 

prohibits governments from adopting mandatory disclosure of source code or 

software (art. 14.17), but does not explicitly mention algorithms. Although the ban is 

limited to mass-market software (unless when it is used in critical infrastructure), the 

exceptions are narrowly defined.  Governments are allowed to request disclosure in 

order to fulfil requests for source code modification to comply with domestic laws of 

regulations, in case of government procurement, and for requirements related to 

patent application. Provisions forbidding signatory countries from asking software 

companies for access to their source codes have also been proposed in the TiSA 

negotiations, led by Japan, Singapore, and Australia.199 

 

UK approach in trade agreements 

So far, the UK appears to be taking a similar approach to that of the US, negotiating 

relatively stringent intellectual property rules for digital technologies, but including 

wider exceptions, which ensures greater regulatory flexibility. In the UK–Japan 

agreement, the UK government has agreed to ban mandatory disclosure of source 

code, software and algorithms expressed in that software (art. 8.73 UK–Japan). 

Previous EU agreements, including the one with Japan, already included prohibitions 

on forced disclosure of source code and software, but the UK–Japan agreement 

innovated by expanding the scope of the protection to include “algorithms 

expressed in that source code.” The wording in the UK–Japan provision on source 

code is, in fact, very similar to the analogue articles in the USMCA (art. 19.16), as 

discussed above. 

Even though the scope of the UK–Japan prohibition is similar to the language found 

in the USMCA, the exceptions are more similar to the ones found in EU agreements 

and provide greater flexibility for government policymaking. While the exceptions in 

US agreements are restricted to allowing regulatory bodies and judicial authorities 

access for a specific procedure, the UK–Japan agreement, (as for the EU–Japan 

agreement), includes exceptions to allow regulatory or judicial bodies to access 

source codes and algorithms, which can also be requested to protect national 
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security, integrity of the financial system, and for a series of public policy objectives 

listed in the general exceptions (art. 8.3 UK–Japan). 

The UK–Japan agreement also includes a novel provision banning the Parties from 

requiring access to cryptography technology. The provision bans measures that 

require companies to transfer or provide access to any proprietary information 

relating to cryptography, including the disclosure of a private key or algorithm 

specification (art. 8.86 UK–Japan). As cryptography is often a privacy-enhancing 

tool, this could be in the benefit of consumers, but it is unclear what the UK 

government rationale was in adopting this specific provision. A similar provision on 

cryptography was included in the recent Digital Economy Partnership Agreement 

between New Zealand, Singapore and Chile (art. 3.4 DEPA). 

The UK–EU TCA includes binding commitments against the forced transfer of source 

code of software (art. DIGIT.12), but, in contrast to the UK–Japan agreement, it does 

not explicitly mention algorithms. As with previous EU agreements, this provision is 

subject to general exceptions, security exceptions, and prudential carve-out (Article 

DIGIT.4), and the ban does not apply to disclosure requests made by a court or 

administrative tribunal, nor by regulatory bodies. 

The US is likely to place demands on the UK to introduce strong intellectual property 

rules in the negotiated trade agreement.200 The US clearly states among its 

negotiation objectives the aim to establish “rules to prevent governments from 

mandating the disclosure of computer source code or algorithms.”201 As discussed 

above, the inclusion of such a provision has been consistent in previous trade 

agreements celebrated by the US (eg the USMCA). 

So far, the UK approach with regards to disclosure of source code, software, and 

algorithms is located mid-way between that of the US and of the EU. While the 

scope of the UK provisions is similar to those in recent US agreements, seeking 

broader and more stringent IP protections, the exceptions are closer to those found 

in EU agreements, providing greater regulatory autonomy. 

 

4.4 E-commerce – trade facilitation and consumer protection 

This section examines the rules and regulations in trade agreements that aim to 

facilitate e-commerce and protect consumers engaging in e-commerce 

transactions. 

 

Overview of policy issues 

E-commerce refers to the production, distribution, marketing, sale or delivery of 

goods and services by electronic means. As the economy has digitalised, business-

to-business (B2B) and business-to-customer (B2C) transactions have increasingly 

moved online, a trend intensified by the COVID-19 pandemic.202 An increasing 

amount of trade is conducted digitally: as at 2018, UNCTAD estimated that the 

global value of e-commerce sales (B2B and B2C) reached almost US$26 trillion, 

equivalent to 30% of global GDP.203 Globally the US dominates the e-commerce 



 40 

market accounting for one-third of global e-commerce sales in 2018, followed by 

Japan, China, Korea and the UK. As at 2018, the largest e-commerce companies 

were based in the US and China: the US is home to five of the largest ten B2C e-

commence companies; China is home to four; and Japan to one.204 

The growth in e-commerce has generated demand for governments to create new 

rules and regulations to facilitate cross-border e-commerce and to ensure that 

businesses and consumers are protected, including from fraudulent, misleading or 

deceptive conduct.  

Paper-based documents have been used to support commercial transactions for 

centuries, whether in a national or a cross-border context. Moving these processes 

online creates new challenges. In the digital environment, Parties need to find ways 

to ensure that the people signing documents are who they say they are, without 

necessarily seeing them in person, or, that the transaction document in question has 

not been tampered with, copied or otherwise changed. Parties also need to have 

confidence that their information will not be misappropriated or details copied. 

Rules and regulations also have to keep up with the numerous and rapidly changing 

technologies and methods for electronically exchanging contractual information 

and authenticating documents.205 

206At present, there is no universal system of standards, technologies or regulations for 

e-transactions, and governments have introduced different types of e-transaction 

laws. For instance, in the area of e-signatures, some countries (including US, 

Canada, Australia, New Zealand and Singapore) take a minimalist approach and 

accept all forms of electronic or digital signatures, leaving it up to the Parties to a 

transaction to agree on the form. A few governments, including Indonesia, take a 

completely prescriptive approach, requiring Parties to employ a specific 

government-authorised method or technology when signing documents 

electronically. Others, (including the EU, Brazil, Chile, China, India, Mexico and South 

Africa), adopt hybrid approaches. In the EU, for instance, all types of signature are 

legal, admissible, and enforceable, but only e-signatures that meet specific criteria 

are legally identical to handwritten signatures.207 

Divergent domestic rules on e-transactions, e-signatures and authentication make 

cross-border digital activities more complex and raise the cost of doing business in 

multiple markets. Differences between legal frameworks can also lower confidence 

in e-commerce, since consumers may be uncertain of the relevant legal norm or 

standard. This is compounded by a lack of transparency in many countries on the 

grounds of an e-signature’s acceptability for cross-border trade.208 

Since the 1990s, the United Nations Commission on International Trade Law 

(UNCITRAL) has developed a series of model laws to guide states in drafting 

legislation on e-commerce (1996), e-signatures (2001), and electronic transferable 

records (2017). There are three core principles advanced by these model laws. First, 

non-discrimination between paper-based and electronic forms of communication. 

Second, technological neutrality, such that laws do not insist on a specific 

technology for recognising the validity of electronic transactions. Third, functional 

equivalence, setting out which electronic communications may be considered 
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equivalent to paper-based notions such as ‘writing’, ‘original’, ‘signed’, and 

‘record’. 

As UNCITRAL model laws are non-binding, governments have increasingly turned to 

trade agreements to promote paperless trading and the use and harmonisation of 

rules on e-signatures, digital signatures, e-authentications, and digital identities.209 

Provisions on e-commerce are the most common form of digital trade provision in 

bilateral and regional trade agreements, and they are also being negotiated in 

ongoing WTO negotiations on e-commerce.210  

There have been some efforts to include provisions that protect consumers 

engaging in international e-commerce transactions and provide them with 

mechanisms for redress, but these have received less attention, perhaps reflecting 

the limited advocacy and lobbying resources of consumer groups compared with 

business organisations. Consumers in many countries are wary of engaging in online 

transactions, (particularly cross-border), out of concern that transactions and 

delivery are less secure, and remedies do not exist when something goes wrong. 

Online consumer protection rules have the potential to regulate the ‘pre-purchase’ 

stage (including advertising, information requirements, unfair commercial practices, 

etc.), the ‘purchase’ stage (including unfair contract terms, online payment security, 

etc.) and the ‘post-purchase’ stage (including dispute resolution, redress 

requirements, etc.). While many countries have consumer protection laws for online 

transactions, regulatory approaches vary. Some governments rely on industry self-

regulation and market supervision by consumer associations, while others regulate 

more explicitly, adopting laws and regulations that provide e-consumers with rights 

regarding the return and cancellation of goods and services, and relating to the 

protection of data privacy.211 

At international level, the UN and OECD actively promote online consumer 

protection through soft law guidance. The UN General Assembly adopted the 

Guidelines for Consumer Protection in 1995 (revised in 1999 and 2015) which aim at 

ensuring a minimum level of consumer protection, including online. Since 1999 the 

OECD has also promulgated guidance on consumer protection in e-commerce, 

updating its guidance to reflect evolving digital technologies. In 2018 the G20/OECD 

agreed a statement of Policy Guidance on Financial Consumer Protection 

Approaches in the Digital Age. So far, provisions in trade agreements on consumer 

protection in e-commerce have been weak and fall short of imposing mandatory 

obligations. Discussions at the WTO on e-commerce include discussions on consumer 

protection, but they are vague about the substantive content. Many bilateral and 

regional agreements contain provisions but few include binding substantive 

commitments.212  

 

US approach in trade agreements 

The US positions on e-commerce are reflected in the recent texts of USMCA, US 

Japan, and US proposals at the WTO.213 They include commitments to paperless 

trading, with each Party endeavouring to accept a trade administration document 

submitted electronically as the legal equivalent of the paper version of that 
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document (eg art. 19.9 USMCA), and committing to maintain a domestic legal 

framework consistent with the UNICTRAL Model Law on Electronic Commerce (1996) 

(eg USMCA art. 19.5). 

There are also provisions on e-authentication and e-signatures where Parties commit 

to uphold non-discrimination between paper-based and digital versions; to not 

prohibit Parties to a transaction from mutually determining the appropriate 

authentication methods or e-signatures, subject to an exception that allows a Party 

to require e-signatures and methods of authentication to meet certain performance 

standards or attain certification, for specific types of transactions; and to promote 

interoperability (eg USMCA art. 19.6). The US approach then rules out wholly 

prescriptive approaches to e-signatures and e-authentication, but accepts both 

minimalist and hybrid approaches.  

Provisions on consumer protection include commitments to “adopt or maintain 

consumer protection laws to proscribe fraudulent and deceptive commercial 

activities that cause harm or potential harm to consumers” but no details are given 

as to the nature of these measures (eg art. 19.7 USMCA). There are measures on 

spam, with Parties agreeing to adopt or maintain measures providing for the 

limitation of “unsolicited commercial electronic communications” but the content of 

these measures is weak, with Parties only agreeing to require suppliers to facilitate 

the ability of recipients to prevent ongoing reception of those messages or require 

the consent of recipients (eg art. 19.13 USMCA).  

 

EU approach in trade agreements 

The EU takes an approach to digital trade facilitation that is very similar to that in the 

US. In the EU–Japan text and the EU’s proposal in WTO e-commerce negotiations, 

the provisions on e-authentication and e-signatures are very similar to those in the 

USMCA (eg art. 8.77 EU–Japan).214 EU agreements also have additional specific 

provisions on the conclusion of contracts by digital means, with Parties agreeing not 

to use measures that deny the legal effect, validity or enforceability of a contract, 

solely on the grounds that it is concluded by electronic means (eg art. 8.76 EU–

Japan). 

The EU, like the US, has not championed strong consumer protection measures. 

Provisions on consumer protection in EU–Japan stop short of making commitments to 

uphold or maintain consumer protection laws, noting simply that they are important 

and committing to co-operation (art. 8.78 EU–Japan), although the EU’s proposal at 

the WTO does propose that Parties commit to measures that protect consumers from 

fraudulent and deceptive commercial practices. The one area that the EU 

provisions are slightly stronger is on spam, where EU agreements typically require the 

prior consent of recipients to receive commercial electronic messages (eg art. 8.79 

EU–Japan). More recent EU proposals, including for negotiations with Australia (art. 

12 Digital Trade proposal, dated 2018) are stronger as they stipulate in greater detail 

how consumers are to be protected.215  

 

China’s approach in trade agreements 
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E-commerce is one of the areas that China has been keen to include in its recent 

trade agreements, including with Korea (2015) and Australia (2017). The RCEP 

chapter (2020) on e-commerce provides a more recent insight into the China’s 

positions. In this section and all discussions that follow, it is important to remember 

that provisions on e-commerce in the China–Korea, China–Australia, and RCEP are 

not subject to the dispute settlement chapter (art. 13.9 China–Korea; art. 12.11 

China–Australia; art. 12.17 RCEP) and, as such, are subject only to ‘good faith’ 

consultations. 

On paperless trading, China has committed to “accept the electronic versions of 

trade administration documents as the legal equivalent of paper documents” with 

some exceptions, to “endeavour” to take into account the methods agreed by 

international organisations, and to make all trade administration documents 

available to the public as electronic versions (art. 12.9 China–Australia). China has 

also committed to maintaining domestic legal frameworks governing electronic 

transactions based on the UNCITRAL Model Law on Electronic Commerce 1996 and 

other relevant international standards (art. 12.5 China–Australia). The provisions are 

weaker in RCEP, where Parties will “work towards” paperless trading with least 

developed countries having five years’ grace to comply, and “endeavour” to 

accept electronic trade administration documents as equivalent (art. 12.15 RCEP). 

Parties commit to a domestic legal framework that “takes into account” the 

relevant UNCITRAL, UN, or other international conventions and model laws on e-

commerce and “endeavour” to avoid “any unnecessary regulatory burden on 

electronic transactions” (art. 12.10 RCEP). 

With regards to e-authentication and e-signatures, China has, like the US and EU, 

agreed to non-discrimination provisions that allow minimalist and hybrid approaches 

but rule out completely prescriptive approaches. The China–Korea FTA commits to 

non-discrimination, allowing private parties to transactions to decide what 

authentication technologies they want to use (art. 13.4 China–Korea). While Korea 

stipulates that it may require that the method of authentication meets certain 

performance standards or be certified, China does not make this stipulation 

(footnote to art. 13.4 China–Korea). Parties also agree to work towards mutual 

recognition of digital certificates and e-signatures (art. 13.4 China–Korea; art 12.5 

China–Australia). The wording in RCEP is similar to the US and EU and allows greater 

regulatory discretion: while Parties agree that a legal signature cannot be rejected 

solely because it is in electronic form, although there is an exception that allows for 

the use of performance standards and certification requirements for certain 

categories of transactions (art. 12.6 RCEP).  

As in US and EU agreements, China’s commitments on consumer protection in its 

trade agreements are weak, as “Each Party shall, to the extent possible and in a 

manner it considers appropriate, provide protection for consumers using e-

commerce that is at least equivalent to that provided for consumers of other forms 

of commerce under their respective laws, regulations and policies” (art. 12.7 China–

Australia). RCEP similarly requires Parties to have measures that provide “protection 

for consumers using e-commerce against fraudulent and misleading practices that 

cause harm or potential harm to such consumers” without setting any minimum 
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standards, and with a five-year grace period for least-developed countries (art. 12.7 

RCEP). With regards to spam, there are no provisions in the China–Korea or China–

Australia agreements, and there are commitments in RCEP where Parties must adopt 

measures. However, as in US agreements, prior consent is not required, and 

measures may be limited to particular modes of delivery, such as email, rather than 

the more lucrative forms, such as unsolicited advertising or targeted messaging (art. 

12.9 RCEP).216 

 

DEPA 

The most ambitious e-commerce provisions are found in the DEPA, between New 

Zealand, Singapore, and Chile. The text includes stronger commitments on paperless 

trading, with Parties committing to make all existing publicly available trade 

administration documents public in machine-readable electronic formats; to 

accept electronic versions of trade administration documents as the legal 

equivalent of paper documents, subject to limited exceptions; to establish or 

maintain a “seamless, trusted, high-availability and secure interconnection” 

between their respective single windows to facilitate the exchange of data relating 

to trade administration documents; and to promote systems for the exchange of 

electronic records used in commercial trading activities between the Parties’ 

businesses (art. 2.2 DEPA).  

On e-authentication and e-signatures, the DEPA Parties make similar commitments 

to that of the USMCA text, committing to maintain a domestic legal framework 

consistent with the UNICTRAL Model Law on Electronic Commerce (1996) or the 

United Nations Convention on the Use of Electronic Communications in International 

Contracts (2005). But they go further in stating that they will also endeavour to adopt 

the UNCITRAL Model Law on Electronic Transferable Records (2017) (art. 2.3 DEPA). 

On consumer protection, DEPA provisions are also more extensive than those found 

in recent agreements of the US, EU, and China. While Parties similarly agree to 

“adopt or maintain laws or regulations to proscribe fraudulent, misleading or 

deceptive conduct” DEPA goes further in specifying in detail what “fraudulent, 

misleading or deceptive conduct” includes. In addition, Parties agree to adopt or 

maintain laws or regulations that require goods and services provided to be of 

acceptable and satisfactory quality, consistent with the supplier’s claims regarding 

the quality of the goods and services; and provide consumers with appropriate 

redress when they are not (art. 6.3 DEPA). Provisions on spam are similar to those 

found in recent EU agreements, as measures used to address spam must require 

consent of recipients to receive commercial electronic messages (art. 6.2 DEPA). 

The DEPA text also includes new commitments to share best practices on cross-

border logistics (art. 2.4 DEPA); to work together to promote the adoption of e-

invoicing by businesses, and base any measures related to e-invoicing on 

international standards, guidelines or recommendations in order to support cross-

border interoperability (art. 2.5 DEPA); and implement expedited customs 

procedures for express shipments and provide for a de minimis shipment value or 

dutiable amount for which customs duties will not be collected (art. 2.6 DEPA). There 
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is a provision on electronic payments, with Parties committing to support the 

development of efficient, safe, and secure cross-border electronic payments by 

fostering the adoption and use of internationally accepted standards, promoting 

interoperability and the interlinking of payment infrastructures, and encouraging 

useful innovation and competition in the payments ecosystem (art. 2.7 DEPA). 

 

UK approach in trade agreements 

The area of e-commerce is unlikely to be a contentious one in the UK’s upcoming 

trade negotiations. The main question is how ambitious the UK wants to be in terms 

of the coverage of e-commerce provisions and strength of consumer protection 

provisions. So far, the UK has not been particularly ambitious, and has opted to 

simply follow the EU’s fairly minimalist approach.  

The TCA between the UK and the EU includes binding commitments to ensure that 

contracts may be made by electronic means and have equivalent effect, subject 

to exceptions for some types of contract (art. DIGIT.10 TCA). The UK–Japan 

agreement simply replicates the provision in the EU–Japan agreement which is more 

simply worded and allows for greater regulatory flexibility. Instead of listing specific 

exceptions, the commitment is qualified with the phrase “Unless otherwise provided 

for in its laws and regulations” (art. 8.76 UK–Japan). 

The TCA includes an article on e-authentication and electronic trust services. While 

similar to articles in recent US and EU trade agreements, it covers a more expansive 

list of electronic forms of authentication: “A Party shall not deny the legal effect and 

admissibility as evidence in legal proceedings of an electronic document, an e-

signature, an electronic seal or an electronic time stamp, or of data sent and 

received using an electronic registered delivery service, solely on the ground that it is 

in electronic form” (art. DIGIT.11 TCA). It also stipulates more restrictions on the 

measures that governments can impose as such requirements: “shall be objective, 

transparent and non-discriminatory and shall relate only to the specific 

characteristics of the category of transactions concerned” (art. DIGIT.11 TCA). This 

qualification is similar to that found in the EU–Mexico agreement and EU proposals at 

the WTO.217 The new UK–Japan agreement replicates the EU–Japan text (which is 

narrower as it only applies to e-signatures or authenticating data resulting from e-

authentication). However, it goes beyond the EU–Japan text by incorporating the 

more restrictive language regarding the exception for government regulations (art. 

8.77 UK–Japan). Neither the TCA nor the UK–Japan agreement contain 

commitments on paperless trading, cross-border logistics, expedited customs 

procedures and de minimis thresholds, electronic payments, or e-invoicing, which 

are found in the DEPA and which UK technology companies have called for.218 

With regards to online consumer protection, the UK has not advocated a robust 

approach to date. In the TCA, the UK proposed weaker language than the EU, and 

the final text largely reflects the EU proposals.  The TCA stipulates in detail the nature 

of the consumer protection measures that the Parties will adopt. These include 

measures that “proscribe fraudulent and deceptive commercial practices”; “require 

suppliers of goods and services to act in good faith and abide by fair commercial 
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practices, including through the prohibition of charging consumers for unsolicited 

goods and services”; “require suppliers of goods or services to provide consumers 

with clear and thorough information”; and “grant consumers access to redress for 

breaches of their rights, including a right to remedies if goods or services are paid for 

and are not delivered or provided as agreed” (art. DIGIT.13 TCA). The Parties also 

“recognise the importance of entrusting their consumer protection agencies or other 

relevant bodies with adequate enforcement powers” and the importance of co-

operation between these agencies to protect consumers and enhance online 

consumer trust (art. DIGIT.13 TCA). These provisions are stronger than in the UK–Japan 

agreement, which simply replicated the minimalist approach of the EU–Japan 

agreement (art. 8.79 UK–Japan).  

Similarly, on spam, the TCA reflects EU proposals, placing emphasis on obtaining the 

consent of users as “Each Party shall ensure that direct marketing communications 

are not sent to users who are natural persons unless they have given their consent in 

accordance with each Party's laws to receiving such communications” (art. DIGIT.14 

TCA, emphasis added). An exception is made where the supplier has already 

collected, in accordance with conditions laid down in the law of that Party, the 

contact details of a user in the context of the supply of goods or service, in which 

case the supplier can send direct marketing communications to that user for their 

own similar goods or services. This is stronger than the provision in the UK–Japan 

agreement, where the requirement of prior consent was dropped, and the text 

follows the US approach (art. 8.81 UK–Japan).  

 

4.5 Customs duties and digital services taxes 

This section examines how trade agreements might limit states’ freedom to impose 

digital sales taxes and customs duties, as well as the different positions adopted by 

key states on the topic. 

 
Overview of policy issues 

As the digital economy has grown, there is increasing financial and public pressure 

on governments to change tax regimes, as many larger digital economy companies 

have paid low levels of tax despite high levels of profits, due to their non-resident 

status. There are major international initiatives underway to discuss how best to 

adjust tax regulations to the realities of the digital economy, led by the OECD and 

G20 countries. The issue for trade policymakers is whether, and to what extent, the 

trade regime and commitments under international trade agreements constrain the 

ability of governments to effectively tax the digital economy. There are two specific 

areas where there is a live and ongoing debate: customs duties on e-commerce, 

and the use of digital services taxes.  

In 1998, as the digital economy was beginning to take off, WTO Members agreed to 

a two-year moratorium on customs duties on electronic transmissions (WTO 

Moratorium), with a view to encouraging this new aspect of global trade.219 Since 

then, at every Ministerial Conference, WTO Members have agreed to “maintain the 

current practice of not imposing customs duties on electronic transmissions”.220 
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However, the definition of the term ‘electronic transmissions’ has never been agreed 

and is disputed, so the scope of this obligation remains unclear.221 While there is 

general agreement that the WTO Moratorium applies to customs duties (not 

domestic and internal taxes) and to digitally delivered products, there are major 

disagreements on coverage and on whether it should be made permanent.  

Disagreements on customs duties on digital trade are split along North–South lines. 

Many industrialised countries strongly advocate for coverage of both goods and 

services and for the WTO Moratorium to be made permanent, arguing that this 

benefits consumers and would enhance digital trade flows.222 In contrast, a number 

of developing countries, most notably India and South Africa, are strongly opposed, 

arguing that it is “equivalent to developing countries giving the digitally advanced 

countries duty-free access to [their] markets”,223 leads to substantial revenue losses 

and undermines digital economy industrial policy.224 As discussed in more detail 

below, in addition to ongoing discussions at the WTO, the US, EU, and several other 

countries have included provisions in their free trade agreements that prohibit the 

imposition of customs duties on digital products transmitted electronically. 

Digital services taxes are similarly contentious, although the tensions are largely 

between the US and other jurisdictions, including the EU. In the past few years, 

governments have started to introduce taxes on the provision of digital services, 

including Austria, Brazil, Czech Republic, France, India, Indonesia, Italy, Spain, Turkey, 

and the UK.225 The EU has been preparing a proposal for an EU-wide digital tax, to 

avoid the fragmentation of the single market.226 The rationale for these taxes is that 

internet platforms should pay tax where they are located, and also where they 

make their profits (that is, where their users reside).227 The US, which is home to many 

of the world’s largest digital services companies, has strongly opposed the 

introduction of digital services taxes. In 2019, the US launched an investigation into 

France’s digital services tax, and found that the tax was discriminatory and 

inconsistent with prevailing international tax principles. The US threatened to impose 

retaliatory tariffs, which caused France to temporarily suspend its planned tax.228 As 

of January 2021, France had resumed collecting the tax and the US had decided to 

defer the imposition of tariffs on French goods as a response.229 

There is an increasing discussion in the trade policy world about the compatibility of 

digital services taxes and the commitments that governments have made in trade 

agreements. The discussion is complex and disputed: it largely depends on how the 

digital services tax is designed, and is not aided by the fact that experts disagree on 

whether a digital services tax is a form of tariff,230 transaction tax,231 an income tax,232 

or something akin to an excise tax.233 With regards to WTO rules, most experts agree 

that the WTO Moratorium does not affect the use of digital services taxes as they are 

not custom duties and fall out of its scope.234 Obligations under GATS are more likely 

to have implications for digital services taxes. GATS came into force in 1995, before 

the growth of the digital economy. Although the agreement is technologically 

neutral (that is, commitments apply irrespective of how the services are delivered), 

there is no consensus as to whether digital services that did not exist at the time of 

adoption (such as cloud storage or music streaming) are covered by existing 

commitments.235 
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Insofar as GATS commitments do apply to digital services, the way some digital 

services taxes are drafted, or their practical effects, could put them at odds with 

non-discrimination commitments (national treatment (art. XVII GATS) and most-

favoured nation treatment (art. II GATS)).236 The main concern is with national 

treatment obligations as GATS prohibits less favourable treatment of ‘like’ services 

and service suppliers for sectors listed in a Member’s Schedule of Commitments, 

subject to express limitations. For national treatment purposes, likeness “depends in 

principle on attributes of the product or supplier per se rather than on the means by 

which the product is delivered” – meaning that the mere fact that a service is 

delivered digitally does not make it unlike its non-digital equivalent. Thus, for 

instance, by targeting only the digital sector, digital services taxes might discriminate 

between online and offline versions of ‘like’ services and service suppliers and hence 

contravene national treatment obligations. For example, app-based private car 

hiring services (such as Uber) might be subject to the tax, but not telephone-based 

private car hiring services.237  It is less likely that digital services taxes contravene 

most-favoured nation obligations under GATS. This could happen if the thresholds of 

a digital services tax generate a de facto discrimination against companies from 

one foreign state in comparison to companies from another foreign state, but this 

does not seem likely under the digital services taxes introduced to date. 

Under GATS there are exceptions to non-discrimination obligations, but the tax 

carve-outs are generally not applicable to digital services taxes238 and it is unclear 

whether the general exceptions under GATS XIV would apply. However, 19 countries 

(including the US but excluding the EU, China, Australia, and New Zealand) have 

scheduled broad horizontal exceptions on tax in their GATS services schedules and, 

depending on how these are drafted, may cover digital services taxes.239 

Even if a digital services tax is consistent with a state’s WTO commitments, it may be 

challenged under a bilateral or regional trade agreement. Bilateral and regional 

trade agreements often make services commitments that extend beyond their GATS 

commitments, widening the applicability of non-discrimination obligations. So far 

agreements have not included specific reference to digital services taxes. Whether 

or not a digital services tax is likely to breach commitments depends on the design 

of the tax as well as the specific drafting of non-discrimination provisions in the 

services and digital trade chapters, as well as the nature of general exceptions, 

particularly those on tax. Few bilateral and regional trade agreements regulate 

digital services taxes more strictly than the GATS, and some agreements have far 

more extensive tax carve-outs.240 

 

US approach in trade agreements 

The US is a strong advocate for making the WTO Moratorium permanent. Many US 

bilateral and regional agreements have clauses prohibiting the imposition of 

customs duties on digital products transmitted electronically. For instance, the 

USMCA states that “No Party shall impose customs duties, fees, or other charges on 

or in connection with the importation or exportation of digital products transmitted 



 49 

electronically, between a person of one Party and a person of another Party” (art. 

19.3 USMCA).  

With regards to digital services taxes, while there are no explicit provisions that 

restrict the use of digital services taxes, questions have been raised about the 

compatibility of digital services taxes with the commitments on cross-border data 

flows that are found in recent US agreements. Commentators have pointed that, 

should a digital services tax amount to a ‘restriction on cross-border data flows’, 

then it could be incompatible, depending on whether ‘the tax design is 

discriminatory or [has] protectionist purposes”.241 Perhaps unsurprisingly, unlike other 

jurisdictions, the US has not sought to strengthen the tax exception in its trade 

agreements. Under the USMCA and US–Japan agreement or instance, a digital 

services tax is no more likely to be covered by a tax exception than under GATS.242 

Rather than try and negotiate provisions in trade agreements that explicitly restrict 

the use of digital services taxes, the US has opted to use unilateral trade measures. In 

June 2020, the United States Trade Representative (USTR) launched an investigation 

on a series of existing and proposed digital services taxes in Austria, Brazil, the Czech 

Republic, the EU, India, Indonesia, Italy, Spain, Turkey, and the UK. The investigation 

sought to determine whether an act, policy, or practice of a foreign country is 

actionable under section 301 of the US Trade Act 1974. Actionable matters include 

“inter alia, acts, polices, and practices of a foreign country that are unreasonable or 

discriminatory and burden or restrict U.S. commerce”. A practice is deemed 

unreasonable “if the act, policy, or practice, while not necessarily in violation of, or 

inconsistent with, the international legal rights of the United States, is otherwise unfair 

and inequitable” (emphasis added). Thus, under section 301, the foreign country 

does not need to be in contravention of international commitments in order for 

actions to be taken.  

In early 2021, the USTR issued the first reports of its investigations, finding that digital 

services taxes in Austria, Italy, India, Spain, Turkey, and the UK discriminated against 

US companies, were inconsistent with international tax principles, and were a burden 

or restricted US commerce.243 The USTR decided against the immediate imposition of 

tariffs, leaving the decision on how to address the digital services taxes of the UK and 

other states to the incoming Biden administration.244  

 

EU approach in trade agreements 

The EU, like the US, is seeking to make the WTO Moratorium permanent and EU 

agreements similarly prohibit the imposition of customs duties on electronic 

transmissions (eg art. 8.72 EU–Japan; art. 3 EU–Mexico chapter on digital services). 

This position is also reflected in the EU proposals at the WTO.245 The EU has sought to 

explicitly include services in its definition of electronic transmissions. In its WTO 

position, it proposes that electronic transmissions should include ‘transmitted 

content’, and in its proposals in ongoing negotiations, including with Australia, it is 

even more explicit that “Electronic transmissions shall be considered as a supply of 
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services within the meaning of the Title on Investment Liberalisation and Trade in 

Services”.246 

Unlike the US, the EU is supportive of digital services taxes, and a challenge for the EU 

is to design these taxes in ways that are in line with its international trade obligations. 

The OECD has issued a number of reports on the tax challenges arising from 

digitalisation, aimed at providing “a solid foundation for a future agreement” based 

on net taxation of income and avoidance of double taxation.247 In some recent 

trade agreements, the EU has strengthened the general exceptions on taxes (eg  

art. 28.7 CETA) which appears to exempt digital services from non-discrimination 

obligations.248  

 

China’s approach in trade agreements 

China has sided with India and South Africa in discussions on the WTO Moratorium,249 

and has refrained from making any commitments in its trade agreements that 

prohibit the imposition of customs duties. In the China–Korea agreement, for 

instance, the Parties agreed instead to “maintain the current WTO practice of not 

imposing customs duties on electronic transmissions” but the commitment is “made 

without prejudice to the Parties” position on whether deliveries by electronic means 

should be categorised as trade in services or goods (art. 13.3 China–Korea FTA). 

Similar provisions are found in the China–Australia FTA (art. 12.3), and RCEP (art. 12.11 

of RCEP).  

China does not impose digital services taxes. However, in line with a wider shift in 

Chinese policy towards more stringent regulation of large digital companies, the 

government has been considering the use of digital services taxes on platform 

companies. In contrast to digital services taxes introduced by other countries, in 

China’s case the target would be large domestic platform companies.250 Like the 

EU, some moves have been made to exclude digital services taxes from the scope 

of the agreement, with the China–Australia FTA providing more expansive exception 

for tax measures than that found in GATS.251 

 

DEPA 

On customs duties, DEPA includes a provision that prohibits customs duties on “on 

electronic transmissions, including content transmitted electronically” (art. 3.2 DEPA). 

With regards to digital services taxes, DEPA contains one of the strongest stand-

alone carve-outs on taxation of any trade agreement, providing an almost total 

exception for tax measures (art. 15.5 DEPA). 

 

UK approach in trade agreements 

The UK’s approach on customs duties on e-commerce is strongly aligned with that of 

the EU and US. The UK has declared itself a strong supporter of the WTO Moratorium 

and is calling for it to be made permanent.252 The UK–Japan agreement contains a 

commitment not to impose customs duties, and it is more specific than the one 

found in the earlier EU–Japan agreement as it specifies that the prohibition includes 
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“content transmitted digitally” and specifies that the prohibition “does not apply to 

internal taxes, charges and other fees unless they are imposed in a manner 

inconsistent with the Agreement” (art. 8.72 UK–Japan). The EU–UK TCA clearly 

stipulates that “electronic transmissions shall be considered as the supply of a 

service” and that the Parties “shall not impose customs duties on electronic 

transmissions” (art. DIGIT.8). The UK and US negotiating objectives both specify that 

any UK–US trade agreement should contain a similar prohibition. 

Digital services taxes are likely to be a more contentious issue for the UK, particularly 

in the context of trade negotiations with the US, as some US senators have warned 

that the UK’s digital sales tax could derail trade negotiations.253 The UK introduced a 

digital services tax in April 2020, a tax of 2% on revenues made by large platforms 

that service UK-based users. It applies to businesses that provide a social media 

platform, search engine, or online marketplace services, which have global 

revenues of more than £500 million a year and UK revenues of more than £25 million 

a year.254 In January 2021, the USTR reported that the UK’s digital services tax was 

inconsistent with the principles of international taxation, though it made no mention 

of inconsistency with obligations under international trade agreements.255 

Some analysts argue that the UK’s digital services tax is likely to contravene its GATS 

obligations on non-discrimination.256 Specifically, the ‘low profit’ threshold for 

exemption might be incompatible with GATS national treatment obligations. Some 

commentators have pointed that “[if] the exemption is based on low profits as 

calculated by UK tax rules, then firms that are not subject to the UK corporate 

income tax (because they do not have a permanent establishment in the UK) will 

not be eligible for the exemption”.257 In other words, UK-based companies would 

have a more favourable treatment than foreign-based companies. Similarly, as the 

UK Digital Services Tax (DST) only applies to companies of a certain economic size, it 

could be de facto discriminatory if all or most of the companies subject to it were 

foreign-based,258 something that is still unclear. 

As the UK negotiates free trade agreements with other countries, and looks to 

accede to the CPTPP, care will need to be taken to ensure that the commitments it 

makes are compatible with the design of its digital services tax. The UK might 

consider including stronger tax exceptions. For instance, the general exception for 

tax measures in the UK–Japan agreement replicates the provision in the EU–Japan 

agreement, which is less extensive than the tax carve-outs in DEPA and CETA. 

 

5. Conclusion 

The UK government has rightly identified digital trade as an important aspect of its 

trade agenda. Digital technologies are evolving rapidly, and policymakers around 

the world are working out how best to regulate the digital economy nationally and 

internationally, to harness the opportunities it presents and mitigate the risks it poses. 

As we have explained, the regulation of the digital economy is a contentious area 

of international policy, with the US, the EU, and China taking very different 

approaches in many areas. As the UK steps back from membership of the EU, it will 
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need to identify its policy priorities, and to craft a digital trade strategy that 

navigates effectively between the approaches of these major digital realms. 

As this paper has shown, how the UK approaches the negotiation of digital trade 

chapters in free trade agreements and at the WTO will have a wide range of public 

policy implications. In developing a digital trade strategy, decisions will need to be 

made about how best to support businesses and workers across the UK to benefit 

from the digital economy, including by promoting innovation and competitive 

markets and the creation of high-quality jobs; to ensure that consumers can trust the 

online environment; to protect the privacy and uphold the digital rights of citizens; to 

ensure the accountability and transparency of new technologies; and to fairly tax 

the digital economy.  

The UK will need to be alert to emerging issues too. Beyond the issues covered in this 

paper, trade policymakers are increasingly concerned about how to reconcile 

cybersecurity measures with international trade rules. As digital connectivity grows, 

so does the risk of cyberattacks, and in the context of increasing geostrategic rivalry 

between major powers, governments are taking cybersecurity measures that restrict 

trade and investment. These include data-localisation requirements and import and 

investment restrictions on data and information technology products, particularly 

from countries or along supply chains where cyber risk is high. Import restrictions, 

including higher tariffs, are also being used to punish and deter cyberattacks.259 

Although trade agreements have security exceptions that can be invoked to justify 

such measures, these were not drafted with cybersecurity in mind, and the trading 

system will need to find ways to distinguish legitimate cybersecurity measures from 

unjustified protectionism.260 Addressing the interface between cybersecurity and 

international trade rules will be a major issue for trade policymakers, and the UK will 

need to carefully align its trade policy with its foreign and defence policies.261  

The UK’s international development policies will also come into play. At a global 

level there are important decisions to be made over how to regulate the global 

digital economy to ensure that the gains from digitalisation are more evenly 

distributed across the world. The rules agreed in international trade agreements at 

the bilateral and multilateral level will have implications for access to and control 

over new digital technologies, and the taxation of digital economy, and there are 

emerging tensions between industrialised and developing countries. This is an area 

where the UK could work to ensure that global negotiations over digital trade are 

more inclusive and prioritise the interests of developing countries, particularly low-

income developing countries.   

The analysis in this paper highlights the need for a carefully crafted, robust, and 

evidence-based approach to digital trade, which looks beyond a narrow approach 

of maximising short-term economic gains. In each area of digital trade, the UK 

government will need to appraise the available policy options, and work to 

understand their implications for businesses, workers, consumers, and the digital 

rights of citizens. Internationally, the UK has important decisions to make about how it 

will navigate between the US, EU, and Chinese approaches to digital economy 



 53 

regulation, and how it will work to ensure that the emerging international rules 

support the attainment of the UN Sustainable Development Goals.  

To be effective, the UK’s digital trade strategy will need to be integrated with other 

policy areas, including industrial, innovation and employment policies, competition 

policy, consumer protection policy, and its taxation policy. It will need to be 

formulated through close cross-Whitehall co-ordination including with the 

Department for Digital, Culture, Media & Sport, the Department for Business, Energy 

& Industrial Strategy, and the Information Commissioner’s Office. 

Precisely because digital trade is a contentious area of policy, it is important to have 

high-quality information in the public domain, thorough consultation with a wide 

range of stakeholders, and effective parliamentary scrutiny. In all these areas there is 

room for improvement. To date, the quality and extent of publicly available 

evidence and analysis on digital trade has been limited, there is very little informed 

public debate, and government has yet to set out a detailed strategy for digital 

trade.262 The government has established a trade advisory group on telecoms and 

technology, but only businesses are represented, providing consumer groups, trade 

unions, and policy experts with limited opportunities for meaningful input.263 

Parliament has few scrutiny powers committees charged with scrutinising trade 

agreements, and they have insufficient time to perform this role effectively.264 

Improving the quality of information, consultation, and parliamentary scrutiny of 

digital trade would help to ensure high-quality decision-making and secure public 

confidence. 
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